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Abstract: Documents for some entities are confidential and important,
so security is required. Encryption with Covertext and Reordering
(ECR) is a text-based document security model. ECR uses a random key
to generate the ciphertext. The ECR random k) is selected using a
man-made method. This study aims to increase the level of document
security based on the ECR mechanism. This paper proposes a new
method using random keys in the permutation table. A random key is
generated automatically by a function. Entropy is used as a measure of
the security level of an encrypted document. Experiments show that the
permutation table in the ECR gives better entropy values. This implies a
better level of security. This experiment shows the entropy of the
proposed method is 6.45 with an achievement of 97.58%. Thus, this
ECR model will strengthen documents from intruders. The use of
permutation tables also makes it easier to use ECR to secure documents.

1. Introduction

Documents are important articles that contain
information. The document shows the textual record
[1]. Today's documents tend to be in digital form.
Digital document representation is a textual
document stored in bit strings [2]. Some entities
consider documents as important and confidential
assets. So that a document security mechanism is
needed to maintain its confidentiality. One of the
sciences that aim to secure documents is called
cryptography [3]. Cryggraphy scrambles the
information using a key sO that third parties cannot
access the information without the key [4].
Cryptography aims to secure documents by making
them difficult to interpret [3] [5].

One of the cipher models is ECR (Encryption
with Covertext and Reordering). ECR presents a
combined text-based steganography approach that
works on encryption techniques using XOR and
reordering processes using Random Key [6]. The
XOR approach provides the advantage of speeding
up the encryption-decryption process [6]. The
important parameters in ECR are covertext and
random key. Covertext in the ECR as a key in the
encryption-decryption process. The random key is
used to combine enciphered text with covertext into

the final ciphertext. Random keys in ECR are human
generated. The random key contains four "1" and
four "0". The placement of numbers in the random
key is aftanged in such a way that it is random.

veral studies have used random numbers for
the encryption process. The use of Pseudorandom
Number Generation (PRNG) to generate random
values is applied to the document security process
[7]. PRNG is also used to embed secret messages
into covertext [8]. The random condition in the
sudoku game is used as a solution in generating
random values for the encryption process [9].
Random numbers using a Linear Congruential
Generator (LGC) are also apglied to embed
characters into image pixels [10]. Random numbers
are also generated using the position of the characters
on the phonetic keyboard in Bengal letters [11].

In ECR, the random key consists of the
numbers 1 and 0. The random key is preferably
random. Random keys chosen by humans, will be
vulnerable. Key selection by humans will tend to use
keys related to personal data such as date of birth,
name, telephone number, and address. If the personal
data is known, i@is possible that the key used will
also be known. Humans are also more likely to use
short, easy-to-remember keys for different processes.
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This becomes difficult when the randomness of the
Random key must be determined by humans.
Random keys chosen by humans will be vulnerable.
Key selection by humans will tend to use keys
related to personal data such as date of birth, name,
telephone number, and address. If the personal data is
known, it is possible that the key used will also be
known. Humans are also more likely to use short,
easy-to-remember keys for different processes.

In this study, an approach using a random key
permutation table and a random function is proposed
to generate random conditions. This research changes
the way the old key is issued using the selected key
that is human generated to machine generated. The
method used is to combine random techniques as a
covertext generator and use random to ﬂject the
reordering key in the permutation table. is new
mechanism will have an impact on increasing the
level of security of documents that are secured by
more than 30% compared to the old model. The
entropy value is also calculated and used as a
comparison.

This article is written in several parts, the
introduction in part 1, part 2 contains the proposed
method, results, and discussion in part 3, and the last
part contains conclusions.

2. Promosed Method

This section describes the proposed
modification of the ECR model. The first version of
the ECR process begins by dividing the plaintext into
blocks with a size of 4 characters per block. The next
step is determining the random key and the cover text
for each block. The encryption process is performed
by the XOR operator between the plaintext and cover
text for each block. The reordering process is a
process for creating the final ciphertext based on the
determined random key value between enciphered
text and covertext. Figure 1 shows the first version of
ECR model.

(=)(E

Figure 1. ECR model

The proposed modification is in the process of
determining the cover text and the random keys for
each block. In the first ECR version, the cover text
and random keys were human-generated. This study
uses a random permutation table to determine both.
The cover text is generated using a random function
between 32 and 256. This number represents the
decimal number of printable characters. The
encryption process is performed according to the

ECR rules. A random key is generated using the
random function on the permutation table index
number. The obtained random numbers are converted
into random keys according to the table. The
reordering process is performed to produce the final
ciphertext by the ECR rules. Figure 2 shows the
proposed modification of ECR.
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=)

Figure 2. Modified ECR process

2.1. Proposed Permutation Table

The random key in ECR is used for
reordering. The random key is used as a reference in
preparing the final ciphertext from covertext and
enciphered text. The random key consists of the
numbers "0" and "1". The random key is 8 digits
long. To compile a random key, 4 numbers of "0"
and "1" are needed, each randomly placed. In this
study, a random key is generated in a table with 2
parameters: the index as the serial number and the
random key which represents the random key used.
The number of random key permutations in the table
uses equation 1.

P=n!/(kl!k2!) (D

The length of the random key is expressed as
n. The number of digits 1 and digit 2 is expressed as
k1 and k2. Using equation 1, the permutation value
(P) obtained 70 of random key arrangements. Table 1
shows the random key permutation table. This
permutation table contains the list of keys obtained
from the rules k1 and k2 based on the number of
digits 1 and O allowed in the key array.

Table 1. Random key Permutation Table

Index Decimal Random key

1 15 o 0 O 0 1 1 1 1

23 o 0 O 1 0 1 1 1
3 27 o 0 0 1 1 0 1 1
4 29 0o 0 (D 1 1 1 0 1
5 30 0o o0 O 1 1 1 1 0
6 39 0o 0 1 0o 0 1 1 1
7 43 0o 0 1 0 1 0 1 1
8 45 0o 0 1 0 1 1 0 1
9 46 0o 0 1 0 1 1 1 0
10 51 0o 0 1 1 0o 0 1 1
11 53 o 0 1 1 0o 1 0 1
12 54 0o 0 1 1 0 1 1 0
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3. Result and Discussion
The difference between our design and the old

one lies in the method of determining the covertext
and randomkey. In the old design, the covertext and
randomkey determination process was carried out by
human generated. The covertext is a character and a
random key consists of 8 digits binary number
consisting of 4 digits 0 and 1 which are compiled
manually by the sender. This will make the sender
saturated if the number of plaintext blocks is large.
This is what we see as a weakness in the ECR.

This research experiment uses data from
https://haveibeenpwned.com/Passwords. The used
data is the password character which is divided into
291 blocks. The first experiment performed data
security using the same cover text and random key
for each block. The second experiment uses the
random function to cover text and permutation tables
on the random key. The ECR encryption-decryption
process was tested repeatedly to prove that there was
no change between plaintext before encryption and
plaintext after decryption.

In the encryption process, the plaintext is
converted into ciphertext. At this stage, the ciphertext
character frequency was calculated. In the first
experiment, the cover text and the random key
proceed by human generated. In the first experiment,
the character’s frequency was calculated from the
final ciphertext. Figure 2 shows that there are 5
characters with a large number among other
ciphertext characters. This character represents 4
characters of the cover text and 1 character of the
random key. This condition arises because of the
effect of the use of cover text and random keys which
are implemented identically for each block. These
five characters can raise suspicion for cryptanalysis
as the use of repeated keys. Figure 3 also shows that
the character distribution in the ciphertext is lacking.
It shows that there are many unused characters.
Figure 2 also illustrates that the frequency of using
characters in the encryption process is not balanced.
This will be a gap for cryptanalysts to open
encrypted documents.

Figure 3. ECR ciphertext character histogram

In the second experiment, random functions
and permutation tables are implemented. The cover
text selection was performed randomly from 32 to
256 of a decimal value. It showed printable ASCII
characters. The selected cover text is used as the
second parameter for the encryption process. The

46




Ardhianto, E., Handoko, W.T., Murti, H., Redjeki, R.S.A / Int. Journal of Information Technology and Business, Vol. 4, No. 2

(2023) pp. 44-48

random key is selected using the random function on
the index number of the permutation table. The
selected index number should be converted into a
random key value according to the table. The
selected random key is used as a parameter to
establish the final ciphertext. The character
frequency is calculated from the final ciphertext. The
results obtained a better distribution of characters in
the ciphertext. There is no use for characters that are
too prominent. Figure 4 shows the distribution of
characters in the ciphertext of this experiment. This
random condition affected the use of characters more
spread out in the ASCII character set. It means that
almost all ASCII characters are used in the
ciphertext. A better distribution of characters, it will
make difficult for cryptanalysts to guess the actual
contents of the secured document. This condition
also makes the secured document will be hard to
solve.

Figure 4. Modified ECR ciphertext character
histogram

Table 2. The ciphertext entropy of ECR and

Proposed Method.

Entropy Entropy o
Method Value Maximum &
ECR [6] 4.34 6.61 65.66
Proposed
Method 6.45 6.61 97.58

Entropy value is used to measure the
information randomness [12]. The encryption
product will be safer if it has a high entropy value.
The higher the entropy value and the more ideal the
entropy value, which will be more difficult to break
the encryption system [13]. In this study, two
ciphertexts will be compared to measure the entropy
value. The first ciphertext is the ciphertext from the
first experiment results which uses the same random
key for all blocks. This first final ciphertext is stored
as the ciphertextl file. The second ciphertext resulted
from the second experiment which implements the
use of random functions and permutation tables of
cover text and random key. This second final
ciphertext is stored as ciphertext2 file. Calculation of
the entropy value using cryptool. Table 2 shows the
results of the entropy calculations for the two files.

The entropy value of the ciphertext from the
second experiment showed a value of 6.45 from the
maximum entropy value. It is better than the previous

ciphertext which has 4.34 points of entropy value.
There was an increase of more than 30%. This is
affected by using the random function on the cover
text and the random key used. The more random the
ciphertext, the better the cipher model. So that the
level of security in the second ciphertext is better.

4. Conclusion

From the results of the experiment and
discussion, it is concluded that cryptography is a
powerful and effective method for securing
documents. The use of random functions on the
model of cryptography algorithm will affect
increasing the level of document security. The ECR
which is combined with the permutation table and
random function provide a higher entropy value,
therefore it produces a better level of security than
the previous version. Even though the entropy value
has gotten better, another gap in the ECR may still
exist. So other forms of ways to increase the level of
security need to be considered continuously and
become the focus of future research.
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