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ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195 8028 A LIGHT WEIGHT OF PARALLEL ENCRYPTION WITH DIGIT  
ARITHMETIC OF COVERTEXT ENCRYPTION MODEL WIDIYANTO TRI HANDOKO1 , EKA ARDHIANTO2,* ,  
HARI MURTI3 , RARA SRIARTATI REDJEKI4 1234 Faculty of Information Technology and Industry, Universitas  
Stikubank, Semarang, Indonesia *Corresponding Author E-mail: 1wthandoko@edu.unisbank.ac.id,  
2ekaardhianto@edu.unisbank.ac.id, 3harimurti@edu.unisbank.ac.id, 4rara_artati@edu.unisbank.ac.id ABSTRACT The  
speed of sending documents over the internet network is influenced by the file size. Confidential documents require fast  
processing, reducing the risk of hacking while on the network. So, secret documents must have a light ciphertext size. The  
Parallel Encryption with Digit Arithmetic of Covertext (PDAC) encryption model produces covertext with an average size of  
124.88% larger than plaintext. Thus, the process in the network will take longer, and give intruders a lot of time to translate it.  
This research aims to design a proposed new PDAC method to produce lighter ciphertext. This research was conducted using  

14

experimental methods. Proposed PDAC model that has a different covertext generator and encryption key generator design.  
The results obtained are a plaintext and ciphertext ratio of 100%. This means that the size of the ciphertext is the same as the  

5

size of the plaintext. Thus, the proposed new PDAC method can reduce the size of the ciphertext, thereby speeding up the  
transfer process over the network, saving storage space, and making it difficult for intruders to retrieve. Keywords:  
Encryption, PDAC, Ciphertext, Cryptography. 1. INTRODUCTION One aspect of capacity in the field of information  
security is file size. The size of the file sent over the network is one of the factors that influences the speed of data transmission.  

12

Confidential documents such as blueprints, warrants, financial transaction reports, meeting notes, copyrights, and company  
financial budgets can be classified as important assets for a person or company. Sending confidential documents must pay  
attention to aspects of security and speed. The expected result is a lower ratio (R) value. Thus, the size of the ciphertext will be  
close to plaintext, which will result in lower memory usage and storage space. Large documents will require longer processing  
and delivery times compared to smaller documents. The faster the document is received by the recipient, the smaller the  
opportunity for intruders to steal the document in transit. Apart from that, large documents require more memory allocation.  
Securing confidential documents requires special techniques known as cryptography and steganography. Cryptography refers  
to the practice of making information unreadable to unauthorized parties while the information is over network or in storage  
[1]. The main process of cryptography is to hide information and manage secrets by encrypting plaintext messages into  
messages that are difficult to understand [2]. Cryptographic techniques also refer to methods of secure information and  
communication using mathematical principles and a rule-based calculation system or an algorithm [3]. Cryptography also  
interpreted to secures data by changing data into another form that has no meaning [4]. Techniques in cryptography are  

9

known as encryption and decryption. Encryption is a mechanism to make messages difficult to read, and Decryption is the  
opposite [5]. The purpose of cryptography is to make messages unintelligible, even though the human visual system can see the  

1111

message, the message seems meaningless. Steganography techniques come with different mechanisms from cryptography.  
Steganography aims to hide secret information in a container called  
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ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195 8029 “cover”, where the secret is hidden from human sight and can be  
returned if necessary [6]. Steganography known as the art of hiding information in cover media so that the existence of the  

2222

information is unknown [7]. The advantage of steganography is that unauthorized people are not aware of the existence of a  
message inside the cover [8]. The steganography mechanism can provide strength in hiding data through a cover object.  
Figure 1: The Cryptography process. The cryptographic aspect focuses on issues of privacy, authenticity, integrity, and non-  
repudiation. The privacy aspect is known as the confidentiality aspect which focuses on the issue of how secure the confidential  
information is [9], [10]. The authenticity aspect focuses on the authenticity of the information, which has not been changed by  

666

any party. The integrity aspect ensures that confidential information remains intact and is not divided into several parts  
15 7

[11]–[13]. The non-repudiation aspect focuses on that there is no doubt that the sender and recipient carried out a  
communication transaction. The field of steganography generally focuses on aspects of privacy and capacity. The privacy  
aspect ensures that the hidden information is safe. Meanwhile, the capacity problem focuses on the amount of information that  

2222

can be stored in one media cover [14]–[16]. Cryptography and steganography have the same goal in securing confidential  
information in terms of privacy but use different techniques. Information will be safer if cryptography and steganography are  
used in one encryption model. The combination of cryptography and steganography provides double security benefits for  
information sent via the internet [17], [18]. Performance aspects of privacy and authenticity of confidential information can  
also be improved using a combination of steganography and cryptography [19]–[21]. Parallel Encryption with Digit  
Arithmetic of Covertext (PDAC) is a cipher model that combines steganography techniques in cryptography [22]. The PDAC  
encryption process is divided into several phases. The PDAC phases are known as Covertext Generator, Encryption Key  

11

Generator, Encryption, and Finalization [23]. Figure 2 shows the PDAC encryption process. Plaintext is used as the input of  
PDAC encryption process, and the output known as ciphertext. The first phase is Covertext Generator. Covertext Generator is  
the process of publishing Figure 2: PDAC Encryption process.  
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ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195 8030 covertext using a random function. PDAC covertext is a character  
used as a generator and medium for hiding encryption keys [22]. Covertext is used as input in the encryption key generation  
phase. Covertext in PDAC is selected using a random function based on plaintext characters. The covertext required is 25% of  
the number of plaintext characters. The Encryption Key Generation phase is conducted in Encryption Key Generator process.  
666

This phase is creating encryption keys based on the selected covertext [23]. PDAC encryption keys are processed using  
covertext ASCII digit addition and subtraction operations. Thus, one PDAC covertext produces 2 encryption keys. The PDAC  
encryption key can process a maximum of 4 plaintext characters. Thus, 1 PDAC covertext can be used to process 4 characters.  
The encryption phase is performed using the XOR logic process [22]. The XOR operation is used because it is computationally  
light. Therefore, the XOR cipher was chosen to perform fast computing [24], [25]. The output of the encryption phase is called  
encryptedtext. The finalization phase works to produce the ciphertext. Ciphertext is produced by combining covertext with  
encryptedtext. The problem is that the PDAC ciphertext has a size that is larger than the ciphertext file. This large ciphertext  
file size results in the need for a longer information transmission processing time and more memory space. A lighter ciphertext  
file size will minimize the transmission time of confidential information and minimize the risk of information being hacked  
during the transmission process. Table 1 : R-Value of PDAC Preliminary Research. Plaintext Size (KB) Ciphertext Size (KB)  
R (%) 1 1.25 125 2 2.5 125 3 3.75 125 4 5 125 5 6.235 124.7 6 7.475 124.58 7 8.73 124.7 8 10 125 9 11.23 124.8 10 12.475 124.75  
16 19.988 124.925 32 39.98 124.94 64 79.96 124.94 128 159.909 124.93 Average of R (%) 124.88 As preliminary research,  
encryption experiments were performed using several different sizes of plaintext files. The performance metric used in  
preliminary research is the ratio value (R) using equation (1). Table 1 shows the results of the preliminary research.  = x 100%  
(1) Figure 3: The Preliminary Experiment Protocol. Preliminary research was performed by duplicating the PDAC research  
model. As input, samples from the astronomer dataset are used. Astronomer dataset contains short reports of astronomical  
data observations sent via telegram. This sample uses several different sizes, this is used to guarantee that PDAC can be used  

1111

in various file size conditions. This preliminary research focuses on observing aspects of comparing the capacity of ciphertext  
size with plaintext size. Figure 3 shows the protocol of preliminary research. Preliminary research results show that the size of  
the ciphertext is always larger than the plaintext. with an average ratio (R) of 124.88%. This means that the average size of the  
ciphertext is bigger than plaintext. It is almost a quarter of the size of the plaintext. Larger ciphertext size, it will require more  

666

processing time and memory. This research focuses on the capacity aspect. This research aims to create a PDAC encryption  
design that produces a lighter ciphertext size. This research was performed by using experimental methods. The Plaintext  
Samples PDAC Encryption Model Ciphertext Compare The File Size  
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ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195 8031 expected result is that the PDAC ciphertext file size can be reduced  
by the ratio (R) value. The expected result is a lower ratio (R) value. Thus, the size of the ciphertext will be close to plaintext,  
which will result in lower memory usage and storage space. This article is presented in several parts, the first part presents an  
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introduction, the previous work contains several studies related to the development of PDAC, the proposed model is presented  
in the third session, followed by results and discussion, and a conclusion at the end of the article. 2. PREVIOUS WORKS The  
PDAC encryption model has undergone several modifications. PDAC modifications are carried out to improve PDAC  
performance based on information security aspects. PDAC was developed into a New PDAC [26]. New PDAC focuses on  
increasing covertext capacity. The New PDAC has a higher covertext capacity than PDAC. The New PDAC covertext can  
produce 3 encryption keys. The New PDAC encryption key can encrypt 6 characters. This means that 1 covertext is used to  
encrypt a maximum of 6 plaintext characters. New PDAC produces a lower ciphertext size than PDAC. New PDAC  
development was also carried out by adding encryption process capacity with 4 encryption keys [27]. This development  
produces 1 covertext with 4 encryption keys. In this version of the New PDAC model, the encryption process can be used for a  

1111

maximum of 6 characters, and the ciphertext size is lower than before. The New PDAC method produces ciphertext character  
output of 7 characters for input of 6 plaintext characters. Thus, the resulting ratio is 116.7%. Parallel Encryption with  
Covertext (PECT) is a modification of PDAC in the aspects of authenticity and integrity [28]. PECT has a different covertext  
generator process. Each PECT covertext is produced from the conversion of 4 vowel and consonant characters in digits 0 and  
1. The PECT encryption key generator produces 2 keys from each covertext. Each PECT encryption key can process a  
maximum of 4 plaintext characters. Thus, 1 covertext is used to encrypt 4 characters. So, the size of the PECT ciphertext has  
the same size ratio as PDAC. The PECT method has the same ratio as the PDAC method, namely 125%, this is because the  
ciphertext characters with a total of 5 characters are obtained from the concatenation of 4 plaintext characters and 1 covertext  
character. PDAC was also developed in the privacy aspect using fuzzy logic. This version of PDAC is known as Fuzzy Logic  
PDAC [29], [30]. Fuzzy logic is applied in the PDAC covertext generator design. This fuzzy logic-based covertext generator  
design can generate 2 encryption keys. The impact of using fuzzy logic in PDAC is to provide randomness in information that  
is more difficult to predict, however with 2 keys produced by Fuzzy Logic PDAC is only able to process 4 characters. So Fuzzy  
Logic PDAC has a ciphertext size ratio that is almost the same as PDAC. This Fuzzy Logic PDAC method has the same  
capacity ratio as PDAC, namely 125%. This is because 1 covertext character and 4 plaintext characters will produce 5  
ciphertext characters. PDAC model developments that have been published always have a larger capacity ratio. This condition  
is a weakness of PDAC that still needs to be improved. The large size of the ciphertext requires the use of large memory and  
storage space, so a lot of resources are needed to encrypt secret messages. So, this condition makes it a challenge to develop a  
PDAC model that has a lower ratio. 3. PROPOSED MODEL The proposed new PDAC model for reducing the size of  
ciphertext files is shown in Figure 4. The design of this model uses the intuition method. The encryption process in the  
proposed PDAC model is divided into 4 phases: Covertext Generator, Encryption Key Generator, Encryption, and  
Finalization. The first phase is the Covertext Generator. Covertext generator generates covertext. The process begins by  
taking a character in the plaintext as P. Each character to be processed is converted into binary as B. As a sample, the  
character "H" with the ASCII code is 7210, converted as "010010002" binary 8 bits. The values P1 and P2 contain “01002”  
and “10002” respectively. The P1 value is taken from the 0th to 3rd binary sequence, the P2 value is taken from the 4th to 7th  
sequence. The P2 value is used as the covertext.  = 1  (2) The encryption key (Key) uses the covertext value "10002". The  
encryption process is carried out using the XOR operator between P1 and the encryption key (Key) as in equation (2). The  
XOR logic in this  
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ISSN: 1992-8645 www.jatit.org E-ISSN: 1817-3195 8032 process looks like a simple cipher. In this method all the character  
values are converted into binary values and XOR operation is performed. The XOR operation requires two operands, one is  
the encryption key and secret information. This XOR logic can produce different values by performing the same process using  
the same encryption key. XOR logic is a basic and common but complicated operation [24]. The XOR operations were also  
used to restore the secret information into original data [31]. In this phase, the sample character "H" becomes "00112" as  
encrypted text. The finalization phase carries out binary conversion into characters from the concatenate process between  
covertext and encryptedtext. As an example of this stage of the process, the cover text is "10002", and the encrypted text is  
"00112" combined into "100000112". 8-bit binary "100000112" converted to ASCII code "13110". The value 13110 is  
symbolized as "ƒ". This process is repeated until the last character of the plaintext. The characters resulting from the  
finalization process are arranged as ciphertext. 4. RESULT AND DISCUSSIONS In this section, the results of the experiments  
carried out are discussed. This experiment uses several file sizes as plaintext. This plaintext uses astronomers’ data set which  
collected from the report of astronomer’s data observations which sent through telegram. Different sizes are used to  
accommodate varying file sizes in real life. The proposed new PDAC model is tested with several experiments for each  
plaintext sample. The performance metric used is the ratios (R) using equation (1). The test results were compared with the  
test results on several ratio (R) value results of the previous version of the PDAC method. Table 2 shows the size of the  
ciphertext file obtained from the experimental results. Figure 5 shows the average Figure 4: Proposed model of PDAC  
Encryption process. Figure 5: Average of ratio (R) Values. 124.88 116.55 124.88 124.88 100 90 95 100 105 110 115 120 125 R  
Value PDAC New PDAC PECT Fuzzy Logic PDAC Proposed Model  
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of ratio (R) value between PDAC, New PDAC,  plaintext file size. The increase in ciphertext file size  
PECT, Fuzzy Logic PDAC, and Proposed Model.   in the PDAC, PECT, and Fuzzy Logic PDAC models  

is due to each covertext having a maximum  
encrypting capacity of 4 characters. Thus, the  
covertext requirement to run PDAC, PECT, and  
Fuzzy Logic PDAC is n/4, with the number of  
plaintext characters expressed as n.  

Table 2 shows that the proposed method has the  
2222

impact of reducing the size of the ciphertext file. The  
proposed method's ciphertext file is the same as the  
size of the plaintext file. The proposed method in this  
experiment produces the largest ciphertext size of  
128 KB with an input plaintext of 128 KB. Thus, the   The New PDAC model shows an average ratio (R)  
size of the ciphertext is the same as the size of the  value of 116.55%, which means that the New PDAC  
plaintext.   produces a ciphertext file size of 16.55% of the  

plaintext file size. The new PDAC can reduce the  
size of the ciphertext file compared to the PDAC,  
PECT, and Fuzzy Logic PDAC models. This is  
because 1 New PDAC covertext can be used to  
encrypt a maximum of 6 plaintext characters. Thus,  
the minimum requirement for the New PDAC  
covertext is n/6, where n represents the number of  
plaintext characters.  

The previous version of the PDAC model gave  
results that the ciphertext file size was larger than the  
plaintext file size. PDAC ciphertext file size shows  
the largest value, namely 159,909 KB with a  
plaintext file size of 128 KB as input. This value is  
the same as the size of PECT, and Fuzzy Logic  
PDAC ciphertext models. The New PDAC model  
produces a ciphertext size of 149,247 KB with a  
plaintext input of 128 KB. Even though the New   Based on Table 2, the proposed method shows the  

1111

PDAC has a lower ciphertext file size than other  average value of the ratio (R) is 100%. This value  
models, the New PDAC ciphertext file is still larger  means that the size of the proposed method  
than the plaintext file size.   ciphertext file is the same as the plaintext size. The  

decrease in the ratio (R) value is due to the different  
design of the PDAC covertext generator. The  
proposed method uses covertext from half the length  
of the plaintext character bits, only 4 bits long. With  
the XOR logic process, the results of the encryption  
process will produce 4 bits of encrypted text, and the  
final ciphertext results will be 8 bits long. The value  
of 8 bits is the same as the value of 1 character.  

If seen from the ratio value (R), the ciphertext size  
of the proposed model produces the lowest average  
ratio value. The average ratio (R) of the proposed  
model is 100%. This value means that the proposed  
model can reduce the size of the ciphertext file to the  
same size as the plaintext file. The PDAC, PECT,  
and Fuzzy Logic PDAC models have the same  
average ratio (R) value is 124.88%. This value means  
that the ciphertext file size is 24.88% larger than the  

Table 2: Ciphertext File Size of Experiment Results.  

Plaintext Size (KB)  

Plaintext Size (KB)  
PDAC  

Fuzzy  
Logic  
PDAC  
1.25  

New  
PDAC  

Proposed  
Method  PECT  

1 1.25  
2.5  

1.167  
2.333  

1.25  
2.5  

1
3333333

22 2.5  
3 3.75   3.5   3.75   3.75   3
4 5 4.667   5 5 4
5
6
7

6.235  
7.475  
8.73  

5.819  
6.977  
8.148  

6.235  
7.475  
8.73  

6.235  
7.475  
8.73  

5
6
7

8 10   9.333   10   10   8
9
10  
16  
32  
64  

128  

11.23  
12.475  
19.988  
39.98  
79.96  

159.909  
124.88  

10.481  
11.643  
18.655  
37.315  
74.629  

149.247  
116.55  

11.23  
12.475  
19.988  
39.98  
79.96  

159.909  
124.88  

11.23  
12.475  
19.988  
39.98  
79.96  

159.909  
124.88  

9
10  
16  
32  
64  

128  
100  Average R (%)  
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advantages, namely: that with a lighter ciphertext file  
size, it will speed up the process of securing  
confidential information and speed up the logical  
mathematical calculation process in it. Apart from  
that, the light size of the ciphertext file will result in  
less memory usage. The use of this memory can be  
in the form of internal storage memory on  
workstation devices, storage media, flash disks, hard  
disks, CDs, and common drive storage such as cloud  
storage and servers.  

Table 3 : Significance of the ciphertext file size.  

Fuzzy  
Logic  
PDAC  

New  
PDAC  

Proposed  
Model  PDAC   PECT  

NS  PDAC   NS   NS  

NS  

NS  

S

New  
PDAC   NS  

NS  

NS  

S

NS   S

S

S

Viewed from the perspective of the vulnerability  
of the confidential information being sent, this  
proposed method provides the advantage that the  
transfer process time between entities will be faster.  
Intruders will have less time to translate the  
information while on the network. In this way, the  
security aspect of secret information remains  
guaranteed.  

PECT   NS  

NS  

S

Fuzzy  
Logic  
PDAC  

NS  

SProposed  
Model   S

5. CONCLUSIONS  

This experimental research was carried out to  
reduce the size of the PDAC model ciphertext file.  
The results obtained are that the proposed model has  
advantages in the capacity aspect. This proposed  
model produces the same ciphertext file size as the  
plaintext. The results of this experiment show an  

13

average ratio (R) value of 100%. The experiment  
shows that the ciphertext file size is 128 KB, the  
same as the plaintext file size. This achievement is  
better than the previous model which showed an  
average ratio (R) value of 124.88% in the PDAC,  
PECT, and Fuzzy Logic PDAC models, with a  
ciphertext size of 159.909 KB on a plaintext of 128  
KB. The New PDAC model has an average ratio (R)  
of 116.55% with a ciphertext size of 149.247 KB on  
a plaintext of 128 KB. The proposed model with  
ratio value (R) of 100%, will impact memory usage  
and storage media resulting from encryption  
requiring more efficient resources.  

Based on the results of significance testing, it  
4

was found that the proposed model had significant  
results compared to the previous model. While  
PDAC, PECT, New PDAC, and Fuzzy Logic PDAC  
show unsignificant result.  

Based on experimental activities, the capacity  
ratio (R) measurement has experienced significant  
differences. However, this research has not  
measured the aspects of confidentiality and  
authentication. These two aspects also have an  
important role in the fields of information security  
and cryptography. So, there is a need for more in-  
depth research to look at these two aspects in the  
model that has been developed. Apart from that, the  

Through this model, the ciphertext size will be lower  
than the previous PDAC model.  

Statistical testing was carried out to see the  
significance of the ciphertext file size. The Mann-  
Whitney calculator is used in this process. Mann-  
Whitney is used because it is easy to prove  
dependencies between two groups without having to  
prove normal distribution [32]. Table 3 shows the  
results of ciphertext size testing on PDAC, New  
PDAC, PECT, Fuzzy Logic PDAC, and Proposed  
Model. This test uses a critical value (p) of 0.05.  
Symbol “NS” means not significant, and symbol “S”  
means significant.  

The results of testing the PDAC ciphertext size  
with New DPAC showed that the results were not  
significant. Testing between PDAC and New PDAC  
shows the z-score value is 0.84828, and the p-value  
is 0.39532. The results are not significant. Testing  
PDAC with PECT, and Fuzzy Logic PDAC shows  
not significant results, because these three models  
have the same ciphertext value.  

The results of testing the proposed method with  
PDAC show the z-score is 2.09836 and the p-value  
is 0.03572. The results are significant. Testing of the  
proposed method with PECT and Fuzzy Logic  
PDAC also shows significance. Testing the Proposed  
method with New PDAC shows significant results.  
This test shows the z-score value is 2.49474 and the  
p-value is 0.01278.  

The proposed method, apart from producing a  
lighter ciphertext file size, also has several other  

8034  
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proposed PDAC model needs to be developed into a  [7] P. C. Mandal, I. Mukherjee, G. Paul, and B. N.  
prototype that can be implemented in the form of a  

2222

Software Development Kit system that runs in the  
company.  
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