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Abstract. The web continues to grow and attacks against the web continue to increase. This
paper focuses on the literature review on scanning web vulnerabilities and solutions to mitigate
web attacks. Vulnerability scanning methods will be reviewed as well as frameworks for
improving web security. This research is the basis for future work that will end with the
elaboration of web scanning and security with the aim of proposing better innovations.

1. Introduction

Until now the web continues to grow both in terms of the number of users and in terms of the
technology used. Along with that there has also been an increase in attacks on the web [1]. The attacks
on the web cannot be separated from the vulnerabilities that exist on the web. Therefor we need to
look for any vulnerabilities that exist on the web.

As a first step, we can use two open source tools to scan for web vulnerabilities, OWASP WAP and
RIPS [2]. In addition to these two tools, several other methods have been found to improve the
accuracy of the scanning results, such as using static and/or dynamic code analysis [3-4], machine
learning [3,5-6], data mining [4], and some penetration testing tools [7-8].

In this paper we review the article about scanning for vulnerabilities found on the web and
solutions to eliminate them. We use the SLR method according to Kitchenham and Charters [9] to
review articles about web security and vulnerabilities.

We collect articles related to web security and vulnerability to answer the following research
questions:

RQ1: What methods are used to scan for web vulnerabilities?

RQ2: What areas of research have been carried out in web security and vulnerabilities?

Furthermore, this paper will be divided into five sections, namely: methods, results, discussion,
conclusions and further research.

2. Methods
The first stage of the literature review is finding literature that is relevant to the topic discussed.
Literature search sources come from:

e [EEEXplore Digital Library (ieeexplore.iecee.org)

e ACM Digital Library (dl.acm.org)
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In accordance with the research questions that have been defined in the introduction, keywords are
chosen to be used to search for articles. The chosen keywords are: "web AND security AND
vulnerability". The search process is carried out in October 2019. Articles obtained in this stage are
referred to as "studies found"

Furthermore, screening is done with the criteria for publication date only after 2015 and only
journal articles. Articles obtained in this stage are referred to as "selected studies". The results of the
two stages can be seen in Table 1.

Table 1. Steps for selecting articles.

Sources Studies Found Selected Studies
IEEEXplore Digital Library 1338 31
ACM Digital Library 647 10
Total 1985 41

3. Results

3.1. Publishing outlets

Articles included in selected studies were published in 24 different journals. The five journals with the
most articles are: IEEE Access, ACM Transactions on Privacy and Security, IEEE Transactions on
Information Forensics and Security, Computer Journal and IEEE Transactions on Reliability. The
names of other journals can be seen in Table 2.

Table 2. Source of publications.

Journal name # %
IEEE Access 5 12.20%
ACM Transactions on Privacy and Security 4 9.76%
IEEE Transactions on Information Forensics and Security 4 9.76%
Computer Journal 3 7.32%
IEEE Transactions on Reliability 3 7.32%
[EEE Internet of Things Journal 2 4.88%
IEEE Transactions on Dependable and Secure Computing 2 4.88%
IEEE Transactions on Parallel and Distributed Systems 2 4.88%
ACM Transactions on Embedded Computing Systems 1 2.44%
ACM Transactions on Intelligent Systems and Technology 1 2.44%
ACM Transactions on Internet Technology 1 2.44%
ACM Transactions on Programming Languages and Systems 1 2.44%
ACM Transactions on the Web 1 2.44%
IEEE Communications Surveys and Tutorials 1 2.44%
IEEE Latin America Transactions 1 2.44%
IEEE Transactions on Leamning Technologies 1 2.44%
IEEE Transactions on Network and Service Management 1 2.44%
[EEE Transactions on Services Computing 1 2.44%
IEEE Transactions on Software Engineering 1 2.44%
IEEE Transactions on Vehicular Technology 1 2.44%
[EEE/ACM Transactions on Networking 1 2.44%
[ET Communications 1 2.44%
Proceedings of the ACM on Programming Languages 1 2.44%
Tsinghua Science and Technology 1 2.44%

(5]
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3.2. Publication trends

The frequency of articles published from year to year since 2015 can be seen in Table 3. 2016 was the
year with the highest number of publications of 10 articles and 2017 was the year with the smallest
number of publications of 6 articles.

Table 3. Frequency of publications
Year # %
2015 7 17.07%
2016 10 24.39%

2017 6 14.63%
2018 9 21.95%
2019 9 21.95%

4. Discussion

Not all articles in the "selected studies" category talk about scanning web vulnerabilities. In fact, only
six articles [3-8] discuss the scanning of web vulnerabilities. Some articles discuss how to defend
against various attacks, such as phishing attacks [10], XSS attacks [5,11-13], node scanning [14] and
multistep attacks [15].

From the object studied it turns out that not all articles use the web as an object. Exactly there are
nine articles [3-5,8,11-12,16-18] that use web applications as objects and two articles [7,19] use web
services as objects. Other research objects include: mobile platform [10,20-22], operating system [23-
26], web user [27-28], tor network [29-30], IoT [31-32], security system [6,25,33-34], cloud data
centers [35], location-based services [36], compilers [37], java application [38], DNS traffic [39],
DBMS [40], 3D printers [41] and M-learning environment [42]. Table 4 summarizes research objects
of this study.

Table 4. Research objects

Research object # %
Web application 9 21.95%
Web service 2 4.88%
Mobile platform 4 9.76%
Operating system 4 9.75%
Web user 2 4.88%
Tor network 2 4.88%
loT 2 4.88%
Security system 4 9.76%
Cloud data center 1 2.44%
Location-based service 1 2.44%
compiler 1 2.44%
Java application 1 2.44%
DNS traffic 1 2.44%
DBMS 1 2.44%
3D printer 1 2.44%
M-learning environment 1 2.44%
Others 7 17.07%

Some articles also discuss the benchmarks of existing tools, such as vulnerability detection tools
[19], web crawler [43] and static analysis tools [44].
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5. Conclusion

Although there is an increase in the number and types of web attacks, research on web security is still
low. The methods used to scan for web vulnerabilities include: static or dynamic analysis, data mining,
machine learning and penetration testing. Although many studies use web applications as objects,
there are also many other interesting objects.

6. Further Research

For our next research we will combine static and dynamic analysis methods, machine learning and
penetration testing to scan for network vulnerabilities. We hope that by combining this method can get
better results compared to the state-of-the-art method.
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