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1. INTRODUCTION (10 PT)

Information is an important commodity for government, private organizations, universities, NGOs,
and even individuals. Today’s rapid technological developments make information increasingly important. Not
just its content, but the channels or media used for information distribution also need to be secured. The
widespread use of the internet makes it easier for a person or certain parties to get whatever information he
wants. This ease of access opens opportunities for abuse by Irresponsible parties in carrying out illegal actions
such as hacking sensitive or confidential data.

Information security is an important aspect that requires serious attention. Encryption using certain
methods or techniques is included in the efforts in securing information. Meanwhile, the type of information
that can be secured is not only in the form of text but also in images or other digital forms. Cryptography is an
art or science that is used to secure or protect data and information [1][2]. The purpose of securing information
is to secure it from unauthorized users, in the context that only th()sh() have appropriate permission can
access the contents of the information. The cryptography process is divided into two parts, namely, the
encryption and the decryption process. Both processes usually require a keyword, where the keyword can be
symmetrical or asymmetrical [3] depending mhc cryptographic technique that is used.

According to information theorist Claude Shannon in his 1945 classified repoit A Mathemat
Theory of Cryptography, there are two important properties in strong encryption algorithms [4]-[6], they are
confusion and dil'fusi()rm)nﬁ]si(m Is an encryption operation where the rclati()raip between key and
ciphertext is obscured. It hides the relationship between the ciphertext and the key. This increases the ambiguity
of ciphertext and it is used by both block and stream ciphers. Diffusion is an encryption operation where the
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mnfluence of one plaintext symbol is spread over many ciphertext symbols with the goal of hiding the statistical
properties of the plaintext. A simple diffusion element is the bit permutation, which is used frequently within
DES.

Transposition is a technique that satisfies diffusion properties in cryptography. In the transposition,
an element experiences a displacement from its original location to another. There is no change in the data, but
the displacement can produce a different sequence of data than its original. There are several transposition
techniques that are widely used in data encryption, including colummar transposition[7]-[9], double
transposition[10], [11], Myszkowski transposition[12] and zigzag transposition[13]. This technique can be
used either for text[7], [8], [14], image[15] or audio encryption[16]. In a number of studies, transposition and
permutation is also used to optimize other encryption algorithms such as Rail-fence cipher[17], Vigenere
cipher[10], [11], [14], Playfair cipher[12] and AES[18]. Another study uses transposition for image
processing[19].

In three-dimensional space, transposition is carried out using a cube shape [20], [21] imitating the
Rubik's cube principle[22]-[24]. In its implementation, there are two ways of placing data into the cube, the
first on the side of the cube as in the Rubik game[20], [21], [25] and the second by considering the cube as a
3D array[26].

In this study, the transposition is carried out in the form of bit-based cube rotation. Each cube element
contains a single bit. The cube is an array of 8x8x8, so each cube will need 512 bits or 64 bytes of data.
Meanwhile, the rotation of the cube follows the X, Y, and Z axes. The aim of this study is to produce a
ciphertext that satisfies the two properties of cryptography through diffusion to produce confusion.

2. METHOD
2.1. Cube Rotation

The operation of the cube rotation imitates the operation of square rotation, whereas the square
rotation was originally intended to optimize the Vigenere cipher [27]. Square rotation is a process to get a
change in the position of an element in a square matrix by rotating it through a certain center and/or angle. This
operation is implemented in a two-dimensional array where the number of rows in the array is equal to the
number of columns. As the center of rotation is the center of the square. The direction of rotation is clockwise
(CW) or counterclockwise (CCW). Whereas the rotating distance in one rotation is a displacement of 90
degrees. The illustration of square rotation is shown in Figure 1(a) for CW and Figure 1(b) for CCW. They
both show positional shifting and examples of array element displacement .

(b.g)

(a) Clock wise rotation (b) Counter clock wise rotation

Figure 1. Square rotation

In Figure 1, (a.1) and (b.1) shows the initial array position while (a.3) and (b.3) are the array element
before rotation. Furthermore, (a.2) and (b.2) show the displacement results after the rotation was performed. It
can be seen in a CW rotation, that element 65 which was originally in the position [0,0] has moved to [0,2].
Element 66 which was originally in the position [0,1] moves to [1,2] and element 67 which was originally in
the position [0.2] moves to [2,2], and so on for all other elements in the array.

Int J Elec & Comp Eng, Vol. 99, No. 1, Month 2099: 1-1x




Int J Elec & Comp Eng ISSN: 2088-8708 ) 3

The mathematical notation for CW rotation can be wrillcn Equation (1) and Equation (2) for CCW
rotation [27]. S isthe au‘ramf()re rotation while S'is after rotation, 1is the row index and j is the column index.
The number of rows and the number of columns is represented by n, where in Figure 1 the value of n is 3. An
example of using Equation (1), the element of S'[1,2] is taken from S[0,1] which is obtained from [3-2-1, 1].
Similarly, using Equation (2), the element S°[1,0] is taken from S[0,1] which is obtained from [0, 3-1-1].

27
S'Tij] = Sin—j =1, i (1)

STijl=S[l, n—i-1] (2)

The rotation operation ol cube is similar to the square rotation, except that it works in the 3D
space. In the square, each elemel&he array 1s represented by [x, y] where x is the row and y is the column.
In the cube, each Bmcnt of the array is mpmscntctay [x, ¥, 2] where z is the layer. The facing direction of
the cube is on the x-axis, as shown in Figure 3. The rotation on the x-axis is called the roll, the rotation on the
y-axis is called pitch, and the rotation on the z-axis is called yaw.

! 5
s £
e e
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=

Figure 2. Cube and its rotation

The mathematical notation for cube rotation was written as Equations (3), (4), (5). (6), (7), and (8).
xCW and xCCW represent roll, yCW and yCCW represent pitch, while zZCW and 2CCW represent yaw.

XCWI[i,j, k] =X[n—j—1, i k] (3)
xCCWi,j, k] = X[j,n 1 k] )
yCWIi,j, k] = Xh— k-1, j, i] (5)
yCCWTL, j, k] = X[k, j, n—1—1] (6)
2CWIi,j,k] =X[i, n—k—1, j] )
ZCCWi,j k] = X[i, k, n—j—1] (8)

Rotation of the cube can be performed on a specific axis, and it can also be performed on two or three
axes in the CW or CCW direction. If more than one axis is involved, then the rotation is carried out sequentially
according to the desired axis. On the same axis, twice CW rotation gives the same result as twice CCW
rotations. Likewise, three CW rotations are equal to one CCW rotation and vice versa. Whether the CW or
CCW, while rotations are performed four times, the result is the same as no rotation.

2.2. Implementation of bit-base cube rotation

Bit-based cube rotation is implemented using an 8x8x8 array. The size of this cube is different from
similar studies which mostly apply the use of 3x3x3 cubes[20], [21], [25]. Each element of the array will be
filled with bit O or bit 1. For the cube to be completely filled, 512 bits or 64 bytes of data are needed. These 64
bytes will represent 64 ASCII characters, where each character will be represented by & bits of data. Each
character bit is stored in sequential columns on the same row. They were starting from the first row of the first
layer, the second row of the first layer, and so on until the eighth row of the eighth layer.

In cases where the number of characters is less than 64, padding characters are required to cover the
deficiency. This shows that bit-based cube rotation belongs to the block cipher group. The number of characters
resulting from encryption will always be a multiple of 64.

Each rotation process requires two arrays of the same size. The first array is filled with plaintext and
the second array is used to store the rotation results. A cube rotation is the displacement of a cube element that
moves 90 degrees in the given direction. While the rotation is done more than once, then on the second rotation,
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the first array will contain the result of the first rotation while the second array will accommodate the result of
the second rotation, and so on. Likewise, when the plaintext length is more than 64 characters, the encryption
is carried out sequentially per 64 characters in each process.

The application of equations (3) and (4) for the rotation on the x-axis is shown in Algorithm 1, and
rotation on the y-axis is shown in Algorithm 2. A nested looping is performed according to rows, columns, and
layers where displacement is performed for each array element according to its respective index.

Algorithm 1: Roll, rotation on x-axis Algorithm 2: Pitch, rotation on y-axis

Input: cube Input: cube

Output: cube Output: cube

1 Function xQW(cube_in) 1 Function yCW(cube_in)

2 n € side of the cube p n € side of the cube

3 )k € 6 ton-1 for § € @ to n-1

4 for i € @ to n-1 4 for i € @ to n-1

5 for j € @ to n-1 5 for k € 8 to n-1

cube_out[i,],k] € cube_in[n-j-1,i, k] cube_out[i,j,k] € cube_in[n-k-1,7,i]
7 end for 7 end for

8 end for B end for

9 end for 9 end for

1@ return cube_out 18  return cube_out

1 Function xCCW(cube_in) 1. Function yCCW(cube_in)

2 n € side of the cube n € side of the cube

3 k € 8 to n-1 . for j € @ to n-1

4 for i € @ to n-1 4. for i € @ to n-1

5 for j € 8 to n-1 o 5. for k € @ to n-1
6 cube_out[1,j,k] € cube_in[j,n-i-1, k] 6. cube_out[i,],k] € cube_in[k,j,n-i-1]
7 end for 7 end for

8 end for 8 end for

9 end for 9 end for

18 return cube_out 18. return cube out

31

3. R.ESULTS AND DISCUSSION

Performance measurement of the encryption results using bit-based cube rotation is performed using
Avalance Effect (AE) and correlation coefficient. Avalanche Effect is used to assess how significant the
changes that occur in ciphertext are due to small changes in both the message and the key. AE is calculated
using Equation (9). AE is said to be good if the bit change that occurs is greater than 45% [28] and very good
if it is greater than 50%[29], [30]. The more bits that change, indicating that the encryption algorithm is
mereasingly difficult to crack.

number of changed bits in ciphertext
number of bits in ciphertext

AE =

% 100% 9

The correlation coefficient assesses the randomness of the encryption results, in this case, by assessing
the relationship between plaintext and ciphertext. The correlation coefficient close to zero or less than 0.2
indicates a very weak relationship between plaintext and ciphertext. Conversely, if the value is close to 1 or -1
means that the encryption result is strongly influenced by the given plaintext.

The four different texts used for the bit-based cube rotation test are shown in Table 1. Each text
contains 64 characters to fill in the cube. Each text has different characteristics. The first text is a normal
sentence, the second text consists of repeated phrases, the third text consists of consecutive characters in the
ASCII table, and the fourth text consists of the same letter; it is the U letter which has a binary value of
01010101.

The test is carried out by performing one rotation on each axis, a combination of two axes, and a
combination of three axes. The direction of rotation on each axis can be a CW, a CCW, twice CW, or twice
CCW. For example, encryption with one rotation of CCW on the XY axis means the displacement of the array
elements as far as 90 counterclockwise on the x-axis (roll) and followed by a displacement of 90°
counterclockwise on the y-axis (pitch). The decryption process is conducted in the reverse order, namely the
rotation on the y-axis followed by the x-axis for one rotation of CW each.

Table 1. The plaintexts

Int J Elec & Comp Eng, Vol. 99, No. 1, Month 2099: 1-1x
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Textfile Content

textl.txt  Coronavirus disease is an infectious disease caused by COVID-15.
text2.txt  river side city river side city river side city river side city.
extd.xt 8123456789 ; <=> @ABCDEFGHIIKLMNOPQRSTUVIWXYZ [\ ]*_" abcdefghijklmno
textd.txt  UUUUUUUUULUUUUUUULULUUULUUULUUULULUUUULULUULUULUUIUUUUUUUUULUULUUUULY

The use of the same direction of rotation on all axes aims to determine the characteristics of the
direction of rotation. Likewise, the use of different plaintext aims to determine whether there are text
characteristics that are not affected by bit-based cube rotation.

The first experiment used one CW rotation on all axes, the second used one CCW rotation on all axes,
and the third used two CW rotations on all axes. Twice a CW rotation gives the same result as twice a CCW
rotation. An example of encrypted text using bit-based cube rotation is shown in Table 2. These ciphertexts are
shown in UTF-8 encoding.

Table 2. The ciphertexts of a CW rotation of text1

Axes  Ciphertext
A;AYDARZ Adh A;G A'EAAAAAAAE AYAA A ABCEASATA A A A%SA A

X A"AEA“bACAsAfu
Y ieatsuC.vs cia 9aisedeyl ndif b-o nse Dr-;eiu-;dlou-; oneVCraniesO
z ATARJAGIA JARAADALA .

AAAACUAATAB Al BaAG#HA ~AMANAUA A A AWA A A A T AP ANAeAY
AcAlR-dAs A" Afu E"YASSA'AfZA A &A%0A) A

Y C ADG'ACATA, bAYA A A AL A ACALA A ABA A A

w AFBAATA A% A AACARA AUAGHA JAT AUA DA AAGAA AR A IAUA #BSA AwA A
AfAs JAAKAs UA®

« DABADAADwWIAGAFAL o o o

¥ ATDAGABSATOA AL AJA AT ADIA 3ATHAVA  DATA AswA ~BAA"AAp

. AAA-dADA Afu E"YASSA'AJZAT A &A% AAS

¥ C ADG"ACAEA, bAVA A A A A APA A A ABA A A

- AcAA-dALA™AfL E"YASSA'AJZAT A &A% AVAS

C ADG"ACAEA, DAVA AAA A ACA A AABA A A
A® UADAKAY]AL AE

2y AUAARA SBHA AYIA A A A ACAGA AAL A%AL A *ATAYAARADAR 1A %A A A"B-A;
ANAHA AAZRAJARBAZATATAINAZAA ABAZEAAVAZA"VEA FA'ATA-

I AZARATAZAGNAZATA AtAcA AA+AZARA

KZy T owi.X¢d A,A‘é‘ﬁ\:. T R KoK A E A& K2X3 o X
AcAAACUAATDA|B AL BaAGHA 1-AUAVAKA A A AVA A A AT R AN AeAY
A AYDASZ AGh A G A'EAA-A;"A-ABAAE

yxz A'Ydﬁ‘ﬁf AEC&ASA- A AjAA%SATA 1A ALA bASAvAfu

Auhe

yox AAAUAUBA... ACASASA SATBAGALA AL L~ OAAA Ay

xy I._L;\_,‘:;\::;\']::;\";\‘L;\-' 1A ATSA%A A AADASECAGAATAYA!
ACAAA A A AEA" GAGA A« ZAIDAYA,

ZYX ieatsuC.vs cia Yaisedeyl ndif b-o nse Drseiusdlous caeVCraniesO

The test results for each test data are shown in Table 3 and Table 4, respectively to show the AE value
and the correlation coefficient on the determined axis according to the direction of CW, CCW, or twice CW.
While the graph in Fig. 4 shows the difference in AE value and their correlation coefficient for each data when
using different rotations.

Ciphertexts in Table 2 obtained from one CW rotation on one or more axes give completely different
results from the original plaintext. This is because bit-based cube rotation changes the plaintext that was in the
standard ASCII space in the range value of 0-127 into characters that are in the 0-255 ASCII space. The change
in ASCII space value applies to all test data.

Table 3 shows that the AE values in the CW and CCW rotations are mostly above 45% satisfied with
the scale stated in [28] and many of those values above 50% are relevant to previous studies [18],[29], [30]. It
means that the bit-based cube rotation is able to change the data significantly. Of the 15 combinations of
rotational axes, in general, only two-axis combinations produce AE below 45%, namely on the Y and ZYX
axes in CW rotation and Y and XYZ axes in CCW rotation. If it is related to the characteristics of plaintext
there is an additional axis that results in an AE below 45%. The low AE value is because the encrypted
characters are mostly still in the ASCII standard space, different from those generated in the rotation on the
other axes where the encryption result is in the ASCII extended space. This is supported by the ciphertext
shown in Table 2 where none of the ciphertexts shows the characteristics of the original text.
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Table 3. The avalanche effect

j cwW CCW 2CW
axes

textl text2 text3 textd textl text2 textd textd textl text2 text3 textd
X 48 44 4883 49.22 50.00 48.44 48.83 4922 5000 5469 54.30 5000 100.00
¥y 3320 3789 42.19 0.00 3320 37.89 42.19 000 3125 2383 68.75 0.00
z 5352 5039 50.00 50.00 5352 50.39 50.00 5000 5547 54.30 50,000 100,00
Xy 48 83 5078 54.30 50.00 50.78 50.39 4805 5000 5547 54.30 50,00 100.00
Xz 51.17 51.36 47.27 50.00 48.83 50.78 5430 3000 3125 2383 68.75 0.00
yx 50.78 5039 48.05 50.00 48.83 50.78 5430 5000 5547 54.30 50,00 100.00
yz 48 83 5078 54.30 50.00 53.13 50.39 50.39 5000 5469 54.30 50,00 100.00
X 48 83 50.78 54.30 50.00 51.17 51.560 4727 5000 3125 23.83 68.75 0.00
zy 53.13 5039 50.39 50.00 48.83 50.78 5430 5000 5469 54.30 50,00 100.00
Xyz 5547 5742 43795 100,00 3320 37.89 42.19 000 000 0.00 0.00 0.00
Xzy 5352 5039 50.00 50.00 5547 49.61 5469 5000 000 0.00 0.00 0.00
yxz 48 44 4883 49.22 50.00 48.44 43.36 5391 5000 000 0.00 .00 0.00
yZx 5547 4961 54.69 50.00 5352 50.39 5000 5000 000 0.00 .00 (.00
Xy 48 44 4336 3391 50.00 48.44 48.83 4922 5000 000 0.00 .00 0.00
ZyX 3320 3789 42.19 0.00 5547 5742 4375 10000 000 0.00 0.00 0.00

Table 3. The correlation coefficient

cw Cccw 20W
aves textl  fext?  fextd  fextd | textl  text2  textd  ftextd | ftextl  fext2  fextd  textd
X 0058 (0048) 0011 [ 0168 @0 0079 008 0279 (0.062) -
¥ 0.178)  (0.046) 0000 - ©178) ©o046) 0000 -] 0003y 0529 (1.000) ;
z 0172 0113 ©211) Sl ©1se 0222 0075 - | 0osy o004 0062 ;
xy 0.186 (0.023) (©381) S| 0200 0013 0105 - | 0osy o004 0062 ;
xz ©018) (0209 0271 -] 0051 ©o0 0219 - | 0003y 0529 (1.000) ;
¥ 0077 (0243) (0219 -] 0051 ©o0s) 0219 - | 0osny 0004 0062 ;
- 0.186 (0.023) (©381) | 02100 ©016) 0381 S| 009’y 0279 (0.062) ;
= 0.186 (0.023) (©381) Sl ©209m 0026 (0.105) -] 0003y 0529 (1.000) ;
2y 0038 0114 ©271) -] 0051 ©00) 0219 S| 0098y 0279 (0.062) ;
xyz 0315 (0007) 0564 - ©178)  ©od8) 0000 S| 1ooo rtooo 1o ;
xzy 0172 0113 ©211) S 0155 0480 (0.075) - 1o00 1000 1000 ;
yxz 0.158 (0048) 0111 S| 0019 0159 @111 S| 1oo0 1o00  1o00 ;
yox 0.155  0.180 (©075) Sl ©1se 0222 0075 S| 1oo0 1o00 1000 ;
7y 0019 0159 @111 S oaes @oeny 0079 S| o teno 1w ;
% (0.178) (0.046) 0000 -] 0315 ©001) 0364 -] 1o00 1000 1000 ;

The test results also show that the bit-based cube rotation, which is a diffusion process is able to
produce different characters from the original text as it is generated from the confusing process. This result is
supported by a correlation coefficient that is close to zero which indicates no relationship between plaintext
and ciphertext. What has considered the encryption key in this study is the direction and axis of rotation. In
contrast to other studies where other algorithms[20]-[22], [24] are involved in producing confusion, in this
study, the confusion and diffusion are obtained only from the bit-based cube rotation process.

However, rotation on certain axes gives the same result. In CW rotation, the result of rotation on the
Y-axis is the same as the result of rotation on the ZYX axis, as well as the ciphertext that results from rotation
on the YZ and ZX axes. In CCW rotation, the same result is produced from the rotation on the Y and XYZ
axes as well as the rotations on the XZ and YX axes. This applies to plaintext textl, text2, and text3, while
text4 gives different results and really depends on the letters or characters used.

Rotation with twice CW gives the same result as twice CCW rotation. The results of twice CW or
twice CCW are not as good as those of a CW or a CCW. At 2CW, twice rotation on the three axes will produce
the same text as the original, while a combined rotation on the two axes will produce the same ciphertext with
rotation on one axis only. So, twice rotations on all axes are not a recommended option. To overcome this
issue, it is recommended to use a different combination of rotation directions on each axis to get a better result
while implementing two or three axes.

The correlation coefficient value is not directly related to the AE value. This is because a high AE
value does not always give a correlation coefficient value close to zero. Likewise, a low AE value does not
mean it has a correlation coefficient that is further away from zero. Especially for text4, the correlation value
cannot be calculated because its standard deviation 1s zero since all the characters in text4 are the same letter.

Int J Elec & Comp Eng, Vol. 99, No. 1, Month 2099: 1-1x
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In the CW and CCW rotations, most of the correlation values were in the range -0.2 to 0.2, indicating
no relationship or very weak relationship between plaintext and ciphertext. It can also be stated that plaintext
does not affect the encryption result. There is only one rotation combination whose value is greater than 0.4,
which is 0.564 for text3. However, this does not mean that the ciphertext is still influenced by the original text,
but rather that most of the encrypted characters still have the same value range, which is still in the ASCII
standard space.

It should be taken into consideration since this encryption works at the bit level where each character
has a different bit sequence, it is possible that even though using the same rotation operation, different plaintext
will produce different values of avalanche effect and correlation coefficients from the results of this study.

4. CONCLUSION

This study shows that bit-based cube rotation successfully fulfills two cryptographic properties, it is
confusion and diffusion. Bit-based cube rotation which is a diffusion process can produce confusion in the
form of a significant change in the ciphertext compared to its original. In normal sentences using a CW or a
CCW rotation can produce ciphertext with avalanche effects above 50% , which indicates a significant change.
However, bit-based cube rotation has a disadvantage when the rotation in the same direction on each axis is
applied twice, where the rotation on the three axes gives the same result as the original text while rotation on
the two axes produces the same ciphertext on one axis. Therefore, further study is aimed at improving the
performance of this bit-based cube rotation. One of them is by rotating a number of rows, columns, or layers
before rotating the cube.
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