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Abstract

This paper introduces an enhanced image encryption technique that relies on 3D confusion and diffusion
patterns, aiming to achieve maximum performance in terms of confusion and diffusion. The proposed
encryption method combines four phases: dual hyperchaotic, improved logistic map (ILM), Josephus
traversing, and a hash function. The first and second phases utilize improved Chen and Lorentz systems-based
3D patterns to enhance confusion and diffusion. In the third phase, bit-plane permutations are performed
through Josephus traversing in three directions: x, y, and z. Lastly, the fourth phase implements diffusion
based on ILM to optimize encryption performance. The integration of a hash function in this method serves
to heighten key sensitivity. The test results demonstrate the method's exceptional performance across various
analyses, including statistical, differential, brute-force, and NIST test suite assessments. Additionally, the
proposed method outperforms previous approaches significantly, as indicated by the majority assessment.

Keywords: 3D confusion-diffusion, Improved Chen System, Improved Lorentz System, 3D bit-plane

permutation, 3D pattern encryption

1. Introduction

The internet is a technology that humans increasingly need. The International Telecommunication Union
(ITU) reports that internet users globally reached 66%. This development is also accompanied by crime in
cyberspace continuing to increase. Cybersecurity Ventures stated in (Waseso and Setiyanto, 2023) research
that it is estimated to cause losses of up to $10.5 trillion annually by 2025. Security is very important in the
internet, and cryptography is a vital digital technology extensively employed to secure data during internet
transmission. According to the fundamental principles of diffusion and confusion, initia%)mposed by Claude
Shannon (Shannon, 1949). According to Shannon's theory, ditfusion entails dispersing the statistical structure
of plaintext throughout the entirety of ciphertext. On the other hand, confusion involves establishing a
sophisticated and intricate link between the ciphertext and the symmetric key. This complexity arises from a
well-defined and repetitive process that includes permutations and replacements. Permutation alters the
sequence of bits based on a specific algorithm, while substitution replaces particular components, usually bits,
following precise criteria (Andono and Setiadi, 2022). In brief, cryptography functions as an encryption
technique, transforming the meaning of data or media to thwart unauthorized access to its contents. The
complementary decryption process is employed to restore the data to its original form (Ghadirli et al., 2019;
Kaur an%(umar, 2020; Setiadi et al., 2023). By employing these principles of diffusion and confusion,
modern image encryption techniques aim to ensure the confidentiality and integrity of sensitive visual data.
The encrypted image appears as a seemingly random and indistinguishable arrangement of pixels, making it

incomprehensible to unauthorized parties. However, proper decryption using the appropriate symmetric key




can recover the original image precisely, allowing authorized users to access its intended content. This ensures
secure communication and storage of visual data, preventing unauthorized access and data breaches.
Encryption can be done on various digital media; image encryption is the most frequently used object (Erkan
et al., 2023). Images are formed from pixels arranged in a matrix, whereas color images processed by
computers generally have three matrix ]aya;, namely red, green, and blue(RGB)(Demirtas, 2022). Encryption
of the image can be done by carrying out the process of diffusion and confusion on the pixels and bits of the
image (Andono and Setiadi, 2022; Gan .. 2019; Hasheminejad and Rostami, 2019; K.U. and Mohamed,
2021; Setiadi and Rijati, 2023; (ﬁVang et al., 2022; Wang et al., 2021; Wei et al., 2023), where the level of
randomness can determine the quality of the image encryption. However, the ﬁage has several intrinsic
elements that differ fl"ﬁl the text, namely redundancy and high volume, as well as a strong correlation between
adjacent pixels.(Feng et al., 2019; Lai et al., 2023; Setiadi et al., 2022).
Encryption of images has been carried out by various studies such as the block shuffle method (Li .,2019),
Serpent(Shah et al., 2020), DN A (Elmanfaloty et al., 202 l&ng etal.,2019), S-Box(Abduljahbar et al ., 2022;
Jun and Fun, 2021; Zhu et al., 2023), and chaos-based (Liu et al., 2020; Neamah, 2023; Qian et al., 2021;
Wang et M.&JZI). Chaos-based methods are relatively more popular and have been developed for image
encryption, such as Logistic maps&nt maps, Barker maps, Arnold cat maps, and Henon maps. The chaos-
baseﬁ'nethod has the advantage of a high level of security because encryption depends on nonlinear dynamics,
has extreme sensitivity to initial conditions, and has an lﬁertain pattern(Jasra and Hassan Moon, 2022).
However, currently, the chags method is also modified or combined with various other methods to increase
security as in research (Luo et al., 2019; Qian et al., 2021; Setiadi et al., 2022; L.. Wang et al., 2023; Wang et
al., 2021; Winarno et al., 2023; Zhu et al., 2023).

The chaotic method has been developed into hyperchaotic like the Lorentz system. In general, the chaotic
method has similarities with the hyperchaotic. The difference is in complexity, dimensions, and utilization of
discrete dynamical systems. Apart from the Lorentz system, there are also the Chen and Lu systems. Recent
research has witnessed the modification and integﬁion of the hyperchaotic method with other approaches, as
evidenced by studies conducted by (Abduljabbar et al., 2022; Benaissi et al., 2023; Liu et al., 2020; Naim et
al., 2021; Qin et al., 2022; M. Wang et al., 2023; Wang et al., 2019; Ye et aléJZZ). The complexity of the
hyperchaotic method offers safety advantages, one of which is reflected in the Lyapunov exponent value. The
Lyapunov exponent serves as a metric for quantifying the degree of chaos in dynamical systems, including
Lorentz systems. This exponent value determines the extent of divergence between two trajectories originating
from points in very close proximity at the initial time. Consequently, a higher Lyapunov exponent value
implies a faster separation of the two trajectories, leading to the production of a more chaotic sequence(Ye et
al., 2022).

Chaotic sequences are gena:x]]y applied as keystreams for confusion and diffusion processes in image
encryption. The keystream is one of the most important components determining the quality of encryption
security(Zhang et al., 2023). An increasingly random and unique keystream can increase the randomness of
pixels and image bits. With hyperchaotic complexity, the keystream generated from the chaotic sequence has

high security. Encryption security can also be improved by creating unique confusion and diffusion




patterns(Andono and Setiadi, 2022; K.U. and Mohamed, 2021; Zhang and Liu, 2011) and the@e of hash
operations to increase keyspace, key sensitivity (Liu et al., 2022; Wei et al., 2023), as well as resistance to
various attacks, cially brute force and statistical. Patterns that are widely applied, such as cyclic or rotation
scrambling (Caoet al., 2018; Kandar et al., 2019; Wang et al., 2018a; Wang and Sun, 2020), combine ccﬁmn
and row scrambling(Andono and Setiadi, 2022; Kumar Patro and Acharya, 2019; Teng et al., 2021; Yu et al.,
2022), zigzag(Kamal et al., 2021; Qin et al., 2022; Q. Wang et al., 2022), Josephus traversing(Setiadi et al.,
2022; L. Wang et al., 2023; M. Wang et al., 2023; Wang et al.,ﬂ)ll, 2018b; Wang and Sun, 2020). While
hash operations have been widely implemented in research (Liu et al., 2022; Setiadi et al., 2022; M. Wang et
al., 2023; Y. Wang et al., 2022; Wei et al., 2023) and have proven to increase resistance from differential
attacks.
Based on the abovementioned literature, this paper proposes a 3D pattern confusion-diffusion to improve
image encryption security based on hyperchaotic and chaotic systems, Josephus traversing and hash functions.
In detail, the contribution of this paper is:

1. Design a 3D encryption pattern to increase the security and complexity of encryption.

2. Combines the improved chaotic and dual hyperchaotic system for multi-level and direction

permutation and substitution pixels to improve diffusion and confusion encryption.

3. Using Josephus traversing to process bit-level confusion with 3D direction.

4. Utilizing the hash function to increase key sensitivity and keyspace.
Furthermore, the remainder of this paper describes the preliminaries in section 2, which contain various
permutaw techniques, Josephus traversing, Chen system, Lorentz system, anﬁnpmved logistics map that
inspired the proposed method. The proposed method, whiclﬁp]ains in detail the encryption and decryption
stages and their flowcharts, is in section 3. A discussion of the results and analysis is presented in section 4.

Finally, the conclusion is presented in section 5.

2. Preliminaries

2.1 Permutation Technique

2.1.1 Column and Row Permutation

Some of the permutation techniques used in various image encryption methods are row and column
permutations (Babaei et al., 2020; Demirtas, 2022; Kandar et al., 2019; Kumar Patro and Acharya, 2019; Xu
ﬁl]., 2020; Yuet al., 2022) to reduce the correlation ofﬁhbouring pixel values. You do this by scrambling
the row and column positions at both the pixel level (pixel level permutation) and the bit level (bit level
permutation) of the image. Permutations of column and row pixels can be done in an interleaving fashion with
multiple iterations(Kandar et al., 2019), cyclic shifting, or rotation-based chaotic map(Babaei et al., a‘zo;
Kumar Patro and Acharya, 2019; Xu et al., 2020), order or swap by sorting chaotic sequence(Demirtag, 2022;
Liu et al., 2020; Yu et al., 2022). Permutations at the bit level are generally simpler, however, they require

large computations because they have to be performed on each pixel. In permutation, color images can be




done by cross scrambling on pixels(Demirtas, 2022) or 3D bit-plane on pixel bits to mix bit-planes on all three

layers(Gan et al., 2019).

2.1.2 Josephus Traversing

The Josephus algorithm is an algorithm inspired by the puzzle game algorithm that determines who is the last
survivor. A number of people sit in a circle, and one starts by removing one person each time his turn comes.
This process continues until one person remains the winner. Josephus' algorithm can be found in discrete math
problems that require processing a sequence of elements in the correct order. In the permutation process, this
algorithm can be used to permutate theﬁage pixel order or to do bit scrambling. Some research using the
Josephus sequence algorithm is (Setiadi et al., 2022; L. Wang et al., 2023; M. Wang et al., 2023; Wang et al.,
2021; Wang and Sun, 2020). In general, the Josephus traversing algorithm for determining sequence can be
calculated by Eq. (1).
J(nk,m) = (J(n — Lk,m) + m — 1)modrm1 (1
Where [(n, k, m) indicates the E sequence, k is the starting period, m is the reduction frequency. and n is
the number of elements sorted. For example, if n = 8,k = 5, and m = 3, then we get the order 5,2, 7,4, 1,
6,3,8.

2.2 Chaos System

2.2.1 Improved Lorentz System
Lorentz system is a hyperchaotic system widely applied for image encryption. Lorentz systems generally have
three nonlinear chaotic dimensions and three hyperparameters. The traditional Lorentz system will generate
chaotic phenomena using the formula in Eq. (2) (Ye et al., 2022).

a =—-a(a-0b)

b'= —ac+ya—b (2)
¢ =ay—fic
Where «, f3, ¥ is a hyperparameter with a default value « = 10, f§ = g, and y = 28,
Along with developments, the Lorentz system has increased its complexity by adding the hyperparameter &
and is referred to as the Improved Lorenzt system (ImproL.S). If the value of § = 0, the result will be the same
as the traditional Lorenzt system. The function of the hyperparameter § is to produce a larger positive
Lyapunov exponent (LE) value. With a value of § = 0.4, LE=2.0932 can be produced. ImproLS can be
calculated by Eq. (3)(Ye etal., 2022). Fig. | presents samples of Lorentz chaotic attractor and ImproLS chaotic
attractor with 22172677 number of iterations applied.
a' = —ala—b) + 8bc
b'= —ac+ya—b (3)
¢ =ay—fe




(b)

Figure I. Lorentz Chaotic Attractor {(a) row standard Lorentz, (b) Improved Lorentz}

2.2.2 Chen System

Chen's chaotic system is a three-dimensional diffﬁ]tial nonlinear system that can produce complex and
chaotic dynamics. One characteristic of this system is the existence of a strange attractor which can attract the
system's motion to certain regions in a typical phase space with an irregular pattern. Chen's chaotic system

can be calculated by Eq. (4)(Ganet al., 2019).




a' =alb—a)
b =(y—a)a-ac+yb 4
¢ =ab—pec

Where by default « = 35, f = 3, and y = 28 with 200 iterations, a Chen attractor plot can be produced as in

row | Fig. 2.

Figure 2. Sample Chen chaotic attractor

2.2.3 Improved Logistic map (ILM)

ILM was first proposed in research (Han, 2019), aiming to generate a likely tend key space and mapping range
using a constant chaotic signal generator based on ILM applied in secure communications. ILM has been
implemented in several other image encryption research (Benaissiet al., 2023; Moysis eté 2020), to improve
the encryption quality. ILM can be calculated by Eq. (5), whereby the ILM phenomena of constant chaos and
constant Lyapunov exponent are obtained with appropriate constant full mapping, as shown in Fig. 3 (left) for
bifurcation diagram and Fig. 3(right) Lyapunov exponent spectrum.

Pnir = 20 —ajfa (5)

Where p, is initial, and « is the parameter for iteration, the full mapping range of p, € [-2a,2a].

Lyapunoy Exponent

H 4 B 8 10 o H 4 8 B 10

Figure 3. Bifurcation diagram (left) and Lyapunov exponenit spectrum (right) of Improved Logistic Map

3. Proposed Method

Inspired by the previously described literatureﬂis study proposes a combination of several permutation
techniques, chaos systems, and hash operations to increase the security of image encryption. Pattemns of 3D
pixel permutation-substitution, bit-plane permutation, and 1D substitution are based on hyperchaotic, Josephus
traversing, and improved logistic maps to improve the quality of diffusion and confusion. We use a 3D matrix

pattern by reshaping the 2D matrix. Figure 4 provides details illustration of all encryption phases in the




proposed method along with an example of a 5x5 matrix as in the research (Erkan et al., 2023, 2022; Toktas

and Erkan, 2022). For more detail, the discussion of each phase is explained in sections 3.1 to 3.4.
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The first phase is one of the parts with several contributions, such as 3D encryption patterns and modifications

tothe Chen system. The 3D encryption pattern makes the permutﬁn process occur three times for each pixel,

where the pixel position will change from x, y, and z directions. The detailed steps are as follows:

1. In the first stage, the plain image as input is reshaped into a 3D matrix by calculating the cube root

value of the total image pixels (width x height). In this case, it is limited to images with an integer

cube root. After obtaining the cube root (cr), reshape the 2D image matrix into a 3D matrix with

dimensions (¢r X cr X

. Then, on each side of ¢r there are a number of ¢r 2D matrix layers.

On the other hand, the SHA-512 function is performed on the original image, 64 unique characters

(hash) will be generated, and then each character will be converted into an ASCII number. To

determine the initial values g, b, and c¢ is done by calculating the standard deviation (o) of every 12

numbers and dividing by 10, do the same thing to get additional parameters for the Chen system, ie.,

§ and £, but done at 14 numbers and dividing by 100, see Eq. (6).




a = (o(hash(1:12)))/10
b = (o(hash(13:24)))/10
¢ = (o(hash(25:36)))/10 (6)
& = (o(hash(37: 50)))/100
& = (o (hash(51: 64)))/100
At Eq. (6), ten divisions are carried out for a, b, and ¢, as well as 100 divisions for & and ¢ to prevent
the value of the effect of significant changes to the Chen system, producing many duplicate values.
Perform an improved Chen system using Eq. (7). As a note, modifications are made by creating
dynamic initial conditions and adding parameters § and &. This modification aims to make Chen's
system more complex and dynamic so that it can increase the chaos effect in generated chaotic
sequences.
a =alb-a)
b =(y—a)a—ac+yb+é (7
c'=ab—-fic+e¢
Take a number of ¢r numbers (ncr) in each a', b, and ¢'. Sort the index in ascending order for each
ncr so that an order_cr is generated as a reference for permutations in a number of 2D matrix cr

layers on each of the x, y, and z axes.

5. Get confused 3D matrix in phase 1 (3Dp1), and then encryption is continued in phase 2.

3.2 3D Diffusion

In the second phase, the diffusion process is still carried out w’ﬁa 3D pattern based on the improved Lorentz

system so that three modulus operations ur on each pixel in the x, y, and z directions. The proposed 3D

diffusinwttem is the third contribution of the proposed method. In detail, the stages of confusion in phase

two are as follows:

L.

Input the secret key from the user and perform the SHA-512 hash operation to get 64 unique characters
(hash), then convert the characters to ASCII numbers.
Determine the three initial values (a, b, ¢) and the value of the parameter § dynamically by calculating
the ¢ of each of the 16 hash characters, as shown by Eq. (8)

a = (a(hash(1: 16)))/10

b = (o(hash(17:32)))/10

¢ = (o(hash(33:48)))/10
( (o(hash(49:64)))

Lo <13
10 )
(c(hash(49:64)))
— g <13
5= 100
(o(hash(49: 64))) ” <130
1000
(o(hash(49:64)))/2
1000 o =130

Notes for the division operation on Eq. 8 serves the same purpose as Eq. 6.




3. Get the chaotic sequence from a’, b’, and ¢’, then do the conversion operation to string, take the last
three characters, and convert again to double.
4. Take a chaotic sequence of ¢r X ¢r X cr from a’, then convert it into a 3D matrix. Then do the
modulus operation as a 3Dp1 confusion operation for the x axis as in Eq. (9).
5. Repeat step 4, and do the same for b" and ¢’ for the y and z axes, respectively, like Eq. (9).
3Dp1 4y, = mod((3Dp1 xy, + d'ijic), 256)
3Dp1 ,,, = mod((3Dp1 ,,, + b’ ), 256) (9
3Dp1 4y, = mod((3Dp1 4y, + ¢'ijx ), 256)
Where ijk is the coordinates of the chaotic sequence.
6. Get the encrypted 3Dp2 matrix in phase 2.
3.3 3D Bit Confusion

At this stage. the 3D matrix is confused at the bit-plane level with 3D pattern permutations on the x, y, and z

axes. The permutation sequence is generated by Josephus traversing with dynamic parameters based on the

hash key. In more detail, the stages in phase 3 are explained as follows:

L.

Using the same hash in phase 2, create an initial pammﬁ by calculating the standard deviation of
each of the ten hash characters that have been converted to ASCII numbers.
Get the initial values of parameters k and m using Eq. (10), whiﬁhe parameter value n is equal to
8 % cr. First of all, the initial parameters k, and m,, are used for the x-axis. For the y and z axes, use
each of the following ten characters of hash.

k, = |o(hash(1:10))]

m, = |o(hash(11:20))]

ky, = |a(hash(21:30))] w0

m, = |o(hash(31: 40))]

k, = |o(hash(41: 50))]

m, = |o(hash(51: 60))]
Generate Josephus sequence using Eq. (1).
Convert the numbers in the 3Dp2 matrix to binary numbers, then reshape the matrix so that the
dimensions are (8 X ¢r) X ¢cr X cr.
The result of step 4 is to make the x-axis a bit-plane, using the Josephus sequence as a reference for
the permutation process on the x-axis.
Combine each 8-bit plane, then convert back to integer and reshape so that the dimensions are cr X
cr X cr.

Repeat steps 4 to 6 for the y and z axes, and at the end of this phase, a 3Dp3 matrix will be generated

that has been permutated on the x, y, z axes.




3.4 1D Bit Diffusion

Finally, in phase 4, a diffusion process based on ILM was carried out. The purpose of this phase is to optimize
the quality of diffusion, in detail, the stages are as follows:
1. Reshape the 3Dp3 matrix into a 1D shape so that the dimensions are 1 X (¢cr X ¢r X cr), then save
it in the 1Dp4 variable.
2. Determine the ILM initial condition value using the standard deviation of the hash that has been
converted to ASCII form, where this hash is the same as phases 2 and 3. Determine the dynamic

initial condition with Eq. (11).

o(hash(1: 64)), 0 <7.99
(a(hash(l: 64)))
pa=d g <799 an
(o(hash(1:64)))
o 72799

The purpose of the division operation on Eq. (11) is to prevent the occurrence of inf values in a
generated chaotic sequence.
3. Get the chaotic sequence from p, convert it to a string, then take the last three characters and convert
them again to a number.
4. Perform modulus operations such as Eq. (12).
1Dp4, = mod((1Dp4 ; + p,), 256) (12)
ere i is the pixel index.
5. Get the final encrypted image by reshaping it to a 2D matrix with the same dimensions as the original
image.
4. Results and Analysis
In this section, the proposed method is test%using standard images downloaded from the database (USC
V'ﬁbi School of Engineering, n.d.), where the image samples used are presented in Fig. 5. The image used
is a grayscale image with dimensions of 512x512 pixels. The hardware used to experiment is a computer with
an i7 processor Gen 11" with RAM 16GB. All images are tested with the proposed method, where the
encrypted samples from each test are presented in Fig. 6 using scatter plots. This section also presents analysis
tests and comparisons with several previous studies, which are explained in more detail in sections 4.1 to 4.7,

where comparisons are made with the same dataset.




(e) (&) ()
Figure 5. Sample Image Dataset {(a) Lena; (b) Baboon/Mandrill; (¢) Boat; (d) Peppers; (e) Pirate/Man; (f) Cameraman; (g) Airplane/F 16; (h)
CouplelLivingroom}

g (h) (i)
Figure 6. Sample Encryption Input, Stages, and Result for Lena {(a) Original Image; (b) Reshape to 3D matrix; (c) 3D Matrix Result afier Phase
1; (d) Result after Phase I after Reshape to 2D matrix; (¢) 3D Matrix Result after Phase 2; (f) 3D Maitrix Result after Phase 2 after Reshape to
2D matrix; (g) 3D Matrix Result after Phase 3; (h) 3D Matrix Result after Phase 3 after Reshape to 2D matrix; (j) Final Encryption Resulis}
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4.1 Histogram and Chi-square Analysis

Histogram analysis is a method for visualizing the distribution of pixel intensities uun image. The image
histogram shows how often certain intensity values apear in the image. The histogram can be used to evaluate

quality of image encryption, as good encryption should produce an ﬁge with a uniform histogram(Kamal
et al., 2021; Setiadi et al., 2022). Based on the plot results presented in Fig. 6&) and Fig. 6 (e.f). there are
different pixel intensity ﬁtributicms. Next can be seen in Fig. 7, there is also a significant histogram change
in the cipher image. In the histogram of the original image (Fig. 7 (a,b)), the pixel intensity distribution is

uneven, several pixel values have intensities of more than 2500, and other pixel values have zero intensity.




After encryption (Fig. 7 (c.d)) aﬁixel values from 0 to 255 have the same intensity of = 1000. Visually this
is a good indication. To ensure the uniformity of the pixel intensity distribution, chi-square (X?) analysis is

necessary. X2 can be calculated by Eq. (13).

256
X2 = Z (Piax — f)? (13)

!

The grey recurrence value (P, ) is defined as the value for each occurrence of the idx-th grey value, while f

idx=1

is the frequency that is calculated from each grey value using the formula (f = -LE). It should be noted that
95

idx ranges from 1 to 256 in Matlab due to its indexing starting at 1. By setting a significant level (¢) of 0.05

and a degree of freedom (df) of 255, the resulting chi-square value X;df = is 293.2478. A value lower than

this confirms that the histogram is uniform.
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Figure 7. Sample Image Histogram {{a) Original Lena; (b) Original Baboon; (¢) Encrypted Lena; (d) Encrypted Baboon}

Table I. Chi-square Results and Comparison with Previous Method

Method
Image (Jun and Fun,
(Liu et al., 2020) (Neamah, 2023) Proposed
2021)
Lena 2534844 2747188 - 251.8374
Baboon 244.5859 2757813 259.7125 245.3873
Boat - 266.0469 255.1092 253 8773
Peppers 2652813 261.1406 243.2378 239.4873
Pirate 2300011 - - 241.8734




Cameraman 251.8281 - - 249.3286
Airplane - - 260.5436 252.8924
Couple 261.0938 - - 238.8733
Average 251.0458 2694219 254.6508 246.6946
Pass Rate 6/6 4/4 4/4 8/8

The presentation of the chi-square test results in Tﬁe 1 shows that all histograms are validated uniformly. In

addition, based on the average chi-square value, the proposed method has a better value than the previous

method.

4.2 Information Entropy (IE) Analysis

The IE analysis serves as an important assessment to ﬁaluate the encryption method's ability to resist
statistical attac&in image encryption. IE also allows us to measure the level of randomness in the ciphered
image. The IE values range from 0 to 8, where values closer to 8 indicate a higher level of randomness, while
values closer to zero suggest a lower level of randomness. To calculate LFde use Eq. (13), which involves
variables such as n representing the total number of symbols, ¢; denoting the information source, and p (c;)

representing the probability of occurrence of the source c;.

1) = imcazogz Ge) (13)

Ap encryption technique that vields an entropy value close to 8 implies better encryption quality, as it indicates
a high level of randomness in the ciphered image. In Table 2, the entropy measurements for all encrypted
images are amximately eight, confirming the effectiveness of encryption quality based on entropy.
Furthermore, the proposed encryption method demonstrates superior performance compared to previous
methods, making it a promising approach for image encryai{m tasks. This is evident from its ability to
maintain a high level of randomness in the ciphered images, making it more robust against statistical attacks

and enhancing the securitwf the encrypted data.

Table 2. Information Entropy Results and Comparison with Previous Method

Methods
Image (Liu et al., (Benaissi et al., (Jun and Fun, (Neamah,
2020) 2023) 2021) 2023) Proposed
Lena 79972 7.9993 79971 - 7.9994
Baboon 7.9967 7.9971 7.9969 7.9993 7.9994
Boat - 7.9972 79970 7.9994 79993
Peppers 7.9971 7.9993 79975 7.9993 7.9994
Pirate 79974 - - - 79994
Cameraman 79972 7.9971 - - 7.9993
Airplane - - - 7.9993 7.9994
Couple 79971 - - - 7.9993
Average 7.9971 7.9980 79971 7.9993 7.9994
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4.3 Correlation Coefficient Analysis

Correlation ﬁfﬁcient analysis is valuable for evaluating the correlation between neighboring pixels in image
encryption. Thearelation coefficient values, ranging from -1 to 1, indicate the degree of correlation between
adjacent pixels. A value of 1 signifies a perfect positive correlation, -1 indiczEs a perfect negative correlation,
and 0 suggests no correlation. By employing correlation coefficient analysis, the effectiveness of an encryption
algorithm can be assessed. especially in '&resistance against statistical attacks (Benaissi et al., 2023). To
calculate this, see Eq. (14). Ehis study, the total number of pixels in the images is represented by M. The
variables & apdgy refer to two adjacent image pixels in the diagonal, horizontal, and verticawrections.
Additionally, E(x) and E(g) represent the expectations of x and 4. respectively, while r denotes the

correlation coefficient of the adjacent pixels.

27 Lt a[x; — E(2)l[g: — E()]

ATl - B2 [Ty - BT

To delve deeper into the analysis, Figure 8 illustrates the correlation coefficient plot based on 10,000 pairs of

(14)

pixels for each direction (diagonal, horizontal, and vertical) in both plain and ciphered images. Meanwhile,
Table 3 pﬁsents the measurement results of r for each diagonal, horizontal, and vertical direction. The
outcomes confirm that thwoposed method has remarkably reduced the value of r to nearly zero, showcasing
its superior performance compared to the previous method. This reduction in correlation indicates a higher
level of randomness and an improvement in the encryption quality.
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Figure 8. Sample Plot Pixel Pair Correlation of Lena image{(a) Plain Diagonal Correlation; (b) Plain Horizontal Correlation; (c) Plain Vertical
Correlation; (d) Cipher Diagonal Correlation; (e) Cipher Horizontal Correlation; (f) Cipher Vertical Correlation)

Table 3. Correlation Coefficient Results and Comparison with Previous Method




Method
Image Direction (Liu et al., (Benaissi et (Jun and (Neamah,
2020) al., 2023) Fun, 2021) 2023) Proposed
Lena a 0.0009 —0.0041 -0.0044 - 0.0003
H 001016 —0.0036 -0.0020 - -0.0004
é -0.0012 —0.0045 -0.0046 - 0.0009
Baboon D -0.0168 —0.0065 -0.0069 0.0030 0.0013
H 0.0230 —0.0036 -0.0040 -0.0006 -0.0005
\Y 0.0054 —0.0014 -0.0012 0.0035 0.0007
Boat a - 0.0003 -0.0018 0.0001 -0.0002
H - 0.0012 -0.0020 -0.0011 0.0006
é - 0.0012 -0.0047 0.0034 0.0003
Peppers D -0.0050 —0.0007 -0.0050 0.0036 0.0004
H -0.0024 0.0004 -0.0026 0.0001 0.0011
A% 0.0142 0.0013 -0.0012 -0.0013 -0.0005
Pirate D -0.0326 - - - -0.0006
H -0.0251 - - - 0.0003
h -0.0108 - - - -0.0004
Cameraman D 0.0034 —0.0001 - - 0.0002
H 0.0113 0.0001 - - 0.0001
Vv 0.0169 —0.0058 - - -0.0006
Airplane D - - - -0.0020 0.0007
H E - - -0.0004 0.0012
b - - - -0.0013 0.0004
Couple D -0.0025 - - - 0.0009
H 0.0100 - - - -0.0013
Vv -0.0025 - - - 0.0005

4.4 Normalized Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI)

Analysis

NPCR and UACI are statistical metrics utilized to assess the security of image encryptionﬁorithms against
differential attacks(Wei et al., 2023). These two assessments gauge the extent to which the difference between
two encrypted images is influenced by the same image encryption but with a 1-bit difference in plaintext.
NPCR quantifies the percentage changﬁin pixels between the two encrypted images by comparing their
respective pixel values. The desirable NPCR value is approximately 99.6094%, corresponding to a 1-bit
difference Wery 256 encrypted image pixels. On the other hand, UACI measures the average intensity of
changes in two encrypted images by calculating the average difference in pixel intensity between them. The
optimal UACI value is approximately 33.4635%, indicating a 1-bit difference in every three encrypted image
pixels (Zhang, 2021). The formulas to calculate UACI and NPCR are provided in Eq. 15 and 16, respectively.




Lt O] (0 C1G) = C230)
NPCR = WxH;;D(LJ) 'D(*'J){ufcl(s,j):t62(5,;') (15)
1. Sl ;) cza M
UACI = B HZZ (16)

i=1 j=1
To compute ECI and NPCR, the default cipher denoted as Cland the modified cipher denoted as €2 are
utilized, with W and H representing the width and height image dimensions, respectively. i and j are the pixel
coordinates. In this te:wlaintext modification is carried out on pixels at position (256, 256), with a 1-bit
change. The outcomes of NPCR and UACI are presaed in Table 4 and Table 5, respectively. Observing the
results in these tables, it becomes evident that most NPCR and UACI valuewe closer to the ideal value than
previous works. This observation validates the encryption performance of the proposed method against

differential attacks. showcasing its effectiveness in securing the encrypted data.

Table 4. NPCR Results and Comparison with Previous Method

Method
Image (Liu et al., (Benaissi et (Jun and (Neamah, (Wei et al.,
2020) al., 2023) Fun, 2021) 2023) 2023) Proposed
Lena 99.6216 99.6223 99.6269 - 99.5968 99.6130
Baboon 99.6368 99.5667 99.6212 99.6000 99.6338 99.6032
Boat - 99.6080 99.6254 99.6200 99.6098 99.6208
Peppers 99.5865 99.6403 99.6235 99.6000 99.6063 99.6162
Pirate 99.5773 - - - 99.5907 99.6025
Cameraman 99.6353 99.6201 - - - 99.6112
Airplane - - - 99.6000 - 99.6067
Couple 99.6414 - - - 99.6204 99.6167
Table 5. UACI Results and Comparison with Previous Method
Method
Image (Liu et al., (Benaissi et (Jun and (Neamah, (Wei et al.,
2020) al., 2023) Fun, 2021) 2023) 2023) Proposed
Lena 33.4994 333823 32.6540 - 334747 334723
Baboon 33.4702 335354 32.2105 33.4500 334265 33.4589
Boat - 334643 32.5399 33.5000 335308 334823
Peppers 33.4815 33.5468 33.2394 33.4500 334754 33.4798
Pirate 33.5008 - - - 334541 334512
Cameraman 33.4810 334591 - - - 33.4734
Airplane - - - 33.4100 - 33.4489
Couple 33.4871 - - - 334666 33.4593




4.5 Visual Analysis

Visual analysis is useful for visually assessing the quality of enc%i{m and decryption. The results of
encryption can be evaluated by several measurement tools, such as peak-signal-to-noise ratio (PSNR) and
structural similarity index (SSIM). PSNR is used to determine how big the effect of encryption noise is, while
SSIM functions to assess image structural changes. The smaller the SSIM value. the biggelﬁe image structural
change. In the case of the encryption test, it is different from other image processing tests such as compression
and steganography, the smaller the PSNR ﬁi SSIM, the better the quality of the encryption
produced.(Benaissi et al., 2023; Setiadi, 2021). PSNR and SSIM can be calculated by Eq. (17) and (18),

respectively.

max?
PSNRoc = 10log 10 — a7

2
W ote1 Lj=1(0y = Cyy)
(2poptc + C1)(2age + C3)
(5 + 1z +C) (05 + 0l +Cy)
Cy = (scyD)?

— 2
CZ = (SCZ D)

Where O, € are original and ciphered images respectively, W, H are the width and he‘éht of image dimension

SS[MQC =

(18)

respectively, [, j are pixel coordinates, max is the maximum pixel value of 0 and C, p is the luminance mean
intensitba is signal contrast standard deviation of, sc; and sc, are two stabilizing parameters, by default s¢,
5cy are 0.01 and 0.0ﬁspectively, and D is the dynamic range of pixel value.i.e.255, be&se itis a grayscale
image. Based on the PSNR and SSIM measurement results presented in Table 6 shows., the PSNR and SSIM
values. They have very low values. This indicates that encryption provides very large noise and changes the

image structure significantly.

Table 6. Visual Analysis Results

Encryption Decryption
Image PSNR SSIM PSNR ccC BER
Lena 7.7238 0.0101 ke 1 0
Baboon 8.1378 00116 k' 1 0
Boat 7.9236 0.0093 el 1 0
Peppers 7.6378 0.0098 e 1 0
Pirate 7.8328 00103 o0 1 0
Cameraman 8.0639 0.0099 ke 1 0
Airplane 7.8378 00111 e | 0
Couple 7.9967 0.0105 el 1 0
Average 7.8943 00103 o0 1 0

Decryption can be done with the inverse of the encryption step. Not correctly decrypted images sometimes
create noise effects or errors in parts of the image. So, to confirm that the decryption process can run w& the
decrypted image needs to be compared with the original image. This study used three assessment tools: PSNR,

correlation coefficient (CC), and bit error ratio (BER). PSNR can be measured using Eq. (17). but




measurements were made on the decrypted and original images. The P%{ value, which indicates that the
decryption process is perfect, is oo. CC determines the correlation level between the original and decrypted
image pixels.

Meanwhile, BER is used to determine whether there is an error in the image pixel bits. The CC value must
equal 1 and BER equal (ﬁ prove the decryption is perfect. CC and BER can be measured by Eq. (19) and
(20), respectively. While the results of the decryption measurements are also presented in Table 6, these results
confirm that the decryption process was Cﬁied out perfectly.

%:%,(0xy - 0) (0 - 0)

J(Z: 5(0,-0)°) (2:zi(04 - 0))
BER = M X 100% (20)

L
‘

Where 0 is the original image, 0’ is the decrypted image, 0 and 0" are mean of the original and decrypted

cC =

(19)

image, respectively, L is bit length.

4.6 Keyspace and Key Sensitivity Analysis

space is the number of possible encryption keys used in an encryption algorithm. Theéggerthe keyspace,
the more difficult it is for an attacker to guess the right key to decrypt the image. This is very important for
encryption algorithms to survivﬁrute—force attacks. The proposed method has many dynamic parameters and

depends on the key. Table 7 is a description of the keyspace calculation of the proposed method.

Table 7. Keyspace approximation for all phase

Phase 1 Phase 2 Phase 3 Phase 4
a,b,c ~3x25x 10" ab,c~3x25x10"° 3% (k,m) ~ 22012 x p ~ 6.384016 x 10%7
8,e~2x25x%x10%" §~1.299 x 10% 10°
a,b,c =~ 1.5625 x 10*® a,b,c =~ 1.5625 x 10"
8¢~ 625 x 1028 §~1.299 x 101°
Total key space = 3.6875 X 10*¢ + 6.384067 x 10'? + 6.25 x 10?8

The four columns in Table 7 explain the keyspace calculation for each phase, calculated based on the keyspace
of each parameter. Then, each keyspace is calculated in the next row, and the total is in the last row. There are
at least 12 parameters with a total keyspace = 3.6875 x 10% + 6.384067 x 101° + 6.25 x 10?8, Minimum
standard keyspace to be resistant to brute force attacks, i.e. 21°°(Liu and Zhang, 2020; Wu et al., 2017). While
the keyspace shown in Table 7 proves to be very lalgeahich is approximately 6.43 % 10%° times the standard,
this should confirm that the proposed method resists brute-force attacks.

Key Esitivity analysis tests how sensitive the encryption key is to changes in input data or images. In this
case, the secret key is modified by 1-bit in the middle of the key for the decryption process. If changes to the
key cause significant changes to the decrypted image, then the key is considered sensitive. This is important
in testing the strength of encryption keys and preventing attacks using techniques such as differential or linear

cryptanalysis. For example, one of the test results samples in this research was encrypted with a secret key:




"password" then in the decryption process, the secret key: "passvord" was used, which means there was a

modification of the 1-bit secret key. The results of the decrypted image are very different compared to
decryption using the correct key, as presented in Figure 9. This result also occurs in all experiments with
various images and 1-bit secret key modifications, so it proves that the generated key is very sensitive. This is
due to the SHA-512 hash function because this will result in changes to the initial parameters for 3D pattern

encryption, giving a 'snowball’ effect to changes in the chaotic sequence.

(b) (© (d)
Figure 9. Sample of Key Sensitivity Decryption Results{(a) Original Lena Image; (b) Encrypted Lena Image; (¢) Decrypted Lena Image with
slight key modification; (d) Decrypted Lena Image with correct key}

4.7 NIST Statistical Test

The test assesses the encrypted image to ascertain its random properties and its ability to appear
indistinguishable fro n unexpected source, ensuring security against potential attackers. The initial
introduction of the National Institute of Standards and Technology (NIST) statistical test suite was
documented by (Rukhin et al., 2001). This test suite, known as SP 800-22, encompasses 15 different tests
specifically taiﬁd to examine random behavior and bit sequences. This test suite (SP 800-22) can be

downloaded at https:flcsrc.nist.govﬁg jects/random-bit-generation/documentation-and-software.  The
outcome of each test is represented by a p-value within the range of [0...1] (Nesa et al., 2019; Setiadi and
Rijati, 2023). To validate ﬁe encryption and pass the test, each test necessitates a minimum of 106-bit
sequences with a resulting p-value greatﬁ than 0.01 (Benaissi et al., 2023). The NIST test assessment was
done by converting the encrypted image into a binary file and then saving it with the .dat extension. The data
file is used as input to perform the NIST test. In this research, we conducted ten experiments on each image
with different password variations, as follows: "password", "passvord", "secret", "qwerty", "abc123",
"3DHyperchaoticImageEncryption", "Break_Me_I ou_Can", "Pa$$$_wOrd", "Sc!3nDir3ct”, and "!t-
I$_v312Y_$tR0ﬁ_p@SsW()rD”. Table 8 displays the average p-value of all encrypted images (a total of 80
tests). Based on the results presented, it can be seen that the standard deviation value is very minimal, even
though the passwords used are very diffeat, from simple to complex. The hash function plays a role in the
initial processing ﬁhe password before it is used to determine the initial value of the chaotic sequence and
other parameters. This proves that the algorithm has high Sensi%ty and stable encryption performance. All
p-values pass and have an average value of more than 0.56, and this shows that the encryption performance is

very satisfactory, random and secure based on the NIST test assessment.




Table 8. NIST Statistical Test Suite Resulls

No Test Name p-Value Pass (Yes/No)
1 Frequency 0.378266+0.00328 Yes
2 Block Frequency 0.744542+0.01621 Yes
3a ulative Sums (Forward) 0.315179+£0.00542 Yes
3b | Cumulative Sums (Reverse) 0.564376:0.02344 Yes
4 Runs 0.134666+0.00843 Yes
5 Longest Run of Ones 0.296169+0.01363 Yes
6 Rank 0.579314+0.00839 Yes
7 Discrete Fourier Transform 0.764059+0.00793 Yes
8 Nonperiodic Template Matchings 0.776108+0.00562 Yes
9 Overlapping Template Matchings 0.233213+0.00932 Yes

ﬂ Universal Statistical 0.464972+0 00863 Yes
11 Approximate Entropy 0.835195+0.00723 Yes
12 Random Excursions 0.648121+0.00236 Yes
13 Random Excursions Variant 0.786356+0.00621 Yes
14 Serial 0.947372+0.00449 Yes
15 Linear Complexity 0.533217+0.00821 Yes

Average 0.562570 Yes

5. Conclusion

This research proposes 3D encryption patterns for confusion and diffusion can improve security performance.
Two hyperchaotic systems are proposed in this research, namely based on the Lorentz and Chen systems and
combining them with ILM, Josephus traversing and hash functicﬁ. Using 3D patterns can increase the
complexity of encryption. This method consists of four phases with permutation and substitution processes at
the pixel and bit levelﬁhis combination makes the diffusion and diffusion quality improve significantly. The
use of hash functions also plays an important role in improving performance, especially in key sensitivity and
key space, so that resistance to brute force attacks increases. The proposed method successtully passes various
excellent quality tests, including histogram analysis, chi-square, information entropy, NCPCR, UACI,
correlation coefficient, key spacwey sensitivity, and NIST test suite. In addition, comparison results with
related methods prove that most results show the superiority of the proposed method. Thus, combining two
hyperchaotic systems, a chaotic Etem, Josephus transversing, and a hash function implemented in a 3D
pattern has successfully created image encryption with a high level of security. This research makes an
important contribution to developing stronger and more reliable image encryption techniques. Ta is crucial
to protect privacy and information integrity amidst the increaﬁg need for data and digital image security. The
results of this research can be a basis for developing further image encryption methods with a higher level of

security.
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