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queries? confidence in the protection of security systems and
State it clearly in introduction and analyze the same intain the privacy of e-Gov users. So that the
in conclusion. arch question 15 what aspects are needed o form
inclusive security?
2y | Justify the solution. On what basis was this Page 9

developed and in what aspects is it novel. Solution
presentation and justification of rational needs special
attention

An inclusive security framework is developed
on the basis of basic security needs that are
insufficient to protect e-Gov users, So that the need
for further security, especially concerning the main
security and privacy is needed to foster the trust of e-
gov users. The novelty of this research is the addition
of privacy aspects along with the elements involved
as a basis for shaping e-Gov users' trust (see Table 2
in green), While the relationship between the
requirements of security and privacy aspects can be
seen in Figure 4
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ABSTRACT

Security and privacy are an important aspect of e-Govermment's success in providing online services 1o the
public. The increase of electronic service usage including e-Gov can cause varwous risks, safety risks, and
user's privacy risks. The lack of concern of security and privacy gives impact to some Jproblems of data
and mformation so as to make the lack of public confidence n e-Gov services. So far the concem 15 the
securily aspect, while privacy is less attention. In many cases, the privacy aspect has many violations. This
study aims to develop a mndi-laver securily and privacy framework as a basis for the evaluation of risk-
hased e-Government risk awareness, The steps in this research are creating the ohjectives of the security
and privacy framework, the identification of requirements and the relevance of requirements, constructing
the mclusive securily aspect, Wentifving of the muli-layver framework, developing the developrent
framework, and determining the elements for the risk-based evaluation model. The contribution of this
rescarch 1 the compilation of a multi-layer framework model for security and privacy, The relationship
between the security and privacy domains forme a complete element of security and privacy which is the
development of the Salman mubti-laver framework, The resultmg framework can be used as a basis for
conducting security based on risk evaluations involving privacy factors.

Keywords: Framework, Reguirements, Securiny, Privacy, Muln-layer

1. INTRODUCTION socil challenge[6]. The obstacle faclor of e-Gov
governance is the access of govermment system by
E-Government (e-Ciov) 18 an important 5o many users, big deals at all times, the sensitivity
tool that provides information and services o of personal information of citieens, the need o hide
communities that can improve the efficiency, confidential government  information, need to
effectivencss and performance of public sector  secure  mformation svstems  and  network
organizations[1]. E-Gov services may experience  channels[7]. Similarly with privacy, proiecting
technical or non-techmical securily ssues. In citizens’ privecy must become o government
addition, the success of ¢-Gov services depends on priority 10 gain the trust in e-Gov imitiatives|d].
the acceptance of its users|2), This is related to the  Security and privacy are major  problems  in
ahility of e-Gov in interacting with users, collecting  communication through Internet[8]. It is important
imformation and interconnected communications  to understand the relationship between information
from feedback to users[3). The case usage of e-Gov  secunity and privacy, and it is necessary to apply
services can couse some threals such as security  engmneering system and risk moanagement process
threats in the absence of policies and strategies for  that can solve the problem of security and privacy
secure access and information protection[4]. In ¢-  concerns[9]. Security ssues need o gel major
Governmenl governance, securily prolection 15 ong  altention i bulding ¢-Gov confidence[10]. The
of the biggest problems[5]. first  step of e-Gov's security  development
There are three major challenges of  concentrates on secrecy, and in its development, the
adoption on  e-Gov, first, the applcation of need for privacy is essential[11]. The relationship
technology, second, security and privacy issues,  between the community as the wser of e-Gov
and infrastructure and admimistration; and third, s a
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service with the device used affects secunty and
privacy concerns] 1 2].

Security threats are so  dymarmic and
massive, therefore an evaluation policy is needed.
One of the best ways o solve securily issue is
through a nsk-based approach|13]. In order io
conduct an cvaluation of scourity and privacy
assessments, it needs everything which is based on
an evaluation framework. The framework can be
used 1o guide planning and decision-making for ¢-
Gov and to belp wentilfy unique ssues for each
stage ol s compilation] 14). The ramework lor
measuring ¢-Giov services m the context of the
quality and quantity of e<Gov securily services can
provide ncreased seeuriy] 15].

This study aims 1o develop a multi-layer
framework as a hasis for risk-based security and
privacy evalualion on  e-Gov.  Molvabon ol
research 15 fo increase public confidence in the
protection of security systems and maintain the
privacy of e-Gov users. So that the research
question 15 what aspects are needed to form
inclusive security?

L SECURITY PROTECTION AND PRIVACY

L1 The requirement of Security and Privacy
Secunty 15 protecton agunst threats. The
ramework of e-Gov seeurily consists of three key
clements: people, processes and wechnology| 15].
The mam objectives of the apphcation of security
are the protection of conldentiality, imlegrily, rust
and asset availability{16]. The elements affecting e-
Gov security are technological, physical, and
human elements. Privacy is about the scarcity of
personal data creation and the maximization of
individual control toward their personal data[17].
Privacy ensures that information of the user is
hidden from spies[8]). The purpose of privacy is to
prvtect persomal data, to ensure the legitimacy of
personal and sensitive data processing, to comply
with the right of information, and to ensure the
confidentiality and securny ol personal datal17].
Privacy is related 1o personally identity information
(PII.  Protecling  individual  privacy s a
fundamental  responsibilty  of  government
organition. This s to build citizens’ trust m e-Gov
initiatives[4]. Privacy in an e-Gov perspeciive 5 a
key building of ciizen trust in using c-Gov
services. The privacy layer of e-Gov consists of
user privacy, service privacy, and data privacy[ 18].
Sccurity  requirements  overlap  with
privacy requirements despite addressing  dalferent
issues[19]. According o Salman, the security
requirement of e-Gowv is related to Confidentiality,
Inteprity,  Availability, and  Authentication

{Authentication)[20]. The mamm critena for
evaluating e-Gov security are hased on general
security principles of Confidentiality / Privacy /
Accessibility (C), Integrity (1), Accountability /
Mor-repudiation (A), Authentication (A), and Trust
(T)21]. The Privacy Terms consist of Unlinkabality
(L), Anonvmity and Pscudonymily (An & P,
Plausible Deniabiluy (Pl & D), Undetectabality and
Unobservability (Ud & Ub), Confidentiality (C),
Awarencess (Aw.), And Compliance (Cp.)[22]. The
privacy pobey determmes which data 15 bemng
processed, bow 1t 5 colleeted, where it i3 stored,
whal it 15 for and s0 on. The privacy requirements
must ool only complete the need of the users bul
alse comply with the laws, standards, and scrvice
policies| 23|, The securily needs involving privacy
by Tassabehji[24] and #u'bi[25] are called inclusive
securily, aiming Lo increase cilizen conlidence.

2.2 Dvimension and Relation between Scourity
and Privacy
The dumensions or sccurily demains are
available on the site Lo provide securily aceess Lo all
spplication and [wiliies which 15 provided by e-
Gov. Dimenswons ol secunly and privacy include

Securily,  secunily  lechnology,  compelence,
opersbions  and  moamsgement,  physical  and
covironmental, amd decisions|25].  Meanwhile,

seconding o Kessler|26), domam  privacy
requirements i e-Gov include policy domains,
technology, and cilizens,

Security issues occur from illegal behavior
system, The privacy issue comes from the product
of the authority of the process of personally
identifigble  mformation (PI[22). The isspe of
privacy and security is conceptualized as something
different. Privacy issues on the Internet include
tracking the use and collection of data, choice, and
information  sharing with third parties[27]. The
security  issues  inclode incidents, threats, amd
security risks. Privacy focuses on the individual's
ability w  control the collecton, wse, amd
deplovment of PII, with a primary focus on data
collection. Meanwhile, the security provides a
mechanism to ensure confidentiality, integrity, amd
availability. Therefore, sccurity s focused om
proleciing daia once when il is collecied. Privacy s
related only to personal information, whercas
security and confidentinlty con relate w  all
information] 28]

The concept of privacy and security,
however, they are mbersected. In particular, the
control of certain IT services created 1o ensure the
confidentiality and integrity of the security
perspective also supports the privacy goals. For
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d. The addtion of elements on the layer of
operation and management. This layer
added user management to  the e-
Governance system remains safe from any
kind of attack. At the user level the actions
taken are managing user identity, Access
Management System, and Interaction
Management System|[7].

e. Physical layer name changes to physical
layer and environment based on 1SO / 1EC
27001 frameworks[41]. Physical element
addition of Id Card and Protecting Device,
The addition of environmental element is in
the form of social culture and user
unauthentication. The  socio-cultural
element concems the behavior of the people
involved in e-Gov, this includes the
acceptance of e-Gov and IT literacy.

f. Added clements to the decision layer. On this
layer coupled with trummng clements, and
management supporl as recommended| 1]
The traming edition supports the decision
layers 1n the defense mechamsms used and
how to configure services, and is the hasis
for developing sale programming guidelines
and procedures for users and system
administrators to follow

An inclusive security framework s
developed on the basis of basic security needs that
are insufficient to protect e-Gov users. So that the
need for further security, especially concerning the
main security and privacy is neaded to foster the
trust of e-gov users. The novelty of this rescarch 15
the addition of privacy aspects along with the
elements involved as a basis for shaping e-Gov
users' trust (see Table 2 in green) While the
refationship between the requirements of security
and privacy aspects can be seen in Figure 4,

Decision layers can influence the decision
whether or not an e-Gov security is an evaluation.
This provides the basis for further research to
develop a risk-based security evaluation model
On the decision layer makes five imporiant
clements, namely Cost, Sensitive Data, Element
Availabilty, Awareness, and Management
Support.

6. CONCLUSSION

This study has resulted in a framework as
a basis for rnsk-based security and privacy
evaluation on e-Gov. The resulting framework can
accept  the  basic  security  aspects  of
Confidentuality, Integnty, and Availability, and the
key security aspects of  Authentication,
Authorization to generate the privacy factor, The

non-repudiation aspect s required to improve
business processes on e-Gov security and privacy
factors. Fulfilling aspects of security and privacy is
to generate inclusive security. Security and privacy
factors to produce such frameworks require
security and  privacy requirements.  Both
requirements can be mtegrated based on the same
domain, The resulting framework can be used as a
basis for risk-based security evaluation. On the
decision layer makes five important elements, that
15 Cost, Sensitive Data, Elements Availabilny,
Awareness, and Management Support. On the
decision layer makes five mmportant clements,
namely Cost, Sensitive Data, Element Availability,
Awarcness, and Management  Supporl.  These
clements are usclul lor ¢-Gov evaluation decision
process.  Authorization  and  non-repudiation
aspects, as well as awareness and management
support clements are new aspects and ¢lements in
the findings of this study compared 1o previous
mult-layer [ramework studies. These aspects and
clements  become  important  varsables as  the
deciding factor for evalating risk-based security
and privacy i ¢-Gov.

7. FUTURE RESFARCH

The results of this study will continue as a
busis for cvaluating nsk-bused securily and
privacy in ¢-Gov. Further rescarch is intended 10
assess risk factors and the level of security nisk of
c-Gov. Results from lurther rescarch are expected
10 be used (0 assess the Jevel of seeurity readiness
m c-Gov service applications.
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