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FeistelX Network-Based Image Encryption Leveraging
Hyperchaotic Fusion and Extended DNA Coding

Abstract - The rising frequency of cyberattacks has geightened the need for more secure and
efficient image encryption techniques. Traditional chaotic and DNA-based methods often
struggle with limited key space, low diffusion efficiency, or vulnerability to statistical attacks,
especially when handling large or high-dimensional image data. This study introduces an
image encryption technique that integrates the Feiste]X Network with extended DNA
cryptography and two distinct two-dimensional hyperchaotic maps, namely Ee two-
dimensional symbolic chaotic map (2D-SCM) and the two-dimensional hyperchaotic
exponential adjusted Logistic and Sine map (2D-HELS), to bolster data security. The proposed
method synergizes three key components: the FeistelX Network offers a robust encryption
framework with bijectivity ensured by property H; the extended DN A cryptography expands
the key space and minimizes pixel correlation through advanced DNA operations; and the
two hyperchaotic maps generate highly intricate chaotic sequences, ensuring greater
randomness and resilience. Compared to existing schemes, the proposed method
demonstrates improved diffusion, randomness, and resistance to statistical attacks.
Experimental results show that this method achieves high-security indicators, with Chi-
square values consistently below the critical threshold, average entropy values of 7.9994, and
UACI and NPCR metrics remaining within the optimal theoretical ranges. Moreover, the
method passed all sixteen NIST randomness tests with an average p-value of 0.6278. It
demonstrated resilience to noise and data loss with PSNR values above 18 dB under attack
scenarios. This combination of FeistelX structure, extended DNA operations, and dual
hyperchaotic maps offers a novel and effective solution for enhancing image encryption
security beyond traditional approaches.

Keywords: Chaotic Sequence; DNA Cryptography; Feistel Network; Hyperchaotic

Encryption; Image Security.




?Introduction

With the advancement of information technology, digital security is becoming increasingly
important. Unauthorized access or disruption to digital data can cause significant economic
losses and threaten national security [1,2]. Based on the CrowdStrike report, it is known that
there has been an increase in cyber attacks of up to 75% [3]. Therefore, developing security
protection methods must continue to be improved [4-6]. Images are widely used in social
communications and various fields such as big data, health, aerospace, and military to store
and transfer important and confidential information. Therefore, digital image security is a top
priority prevent unauthorized access and ensure the integrity and confidentiality of
information.

mage encryption is one of the effective methods to protect visual data from cyber threats [7,8].
However, Eaditiunal encryption algorithms such as DES, AES, and RSA, although strong for
text encryption, because of the enormous volume, make them inefficient and secure enough
for 1ag€ encryption due to the high correlation and redundancy properties of image pixels
[9-12]. In addition, cryptanalysis encourages researchers to continue to develop new
techniques to improve cryptographic security and overcome increasingly sophisticated
attacks [5,13].

aotic systems are characterized by being highly sensitive to initial conditions and

producing irregular and unpredictable sequences, making them suitable for high-security
cryptosystems [12,14-19]. Highcr-?mensiunﬂl chaotic systems, such as hyperchaotic systems,
have larger key spaces and stronger attack resistance, making them more suitable for image
encryption [20-22]. Hyperchaotic systems can produce more complex and unpredictable
pseudorandom sequences, providing a higher level of security than conventional chaotic
systems. The Eapuﬂuv exponent measures the sensitivity of a chaotic system to its initial
conditions. In a hyperchaotic system, there is more than one positive Lyapunov exponent,
Q]’catiﬂg that the system has a higher degree of randomness and uncertainty. This makes
hyperchaotic systems very difficult to predict and analyze, enhancing the security of image
encryption [23].

In addition, DNA encoding technology has emerged as a promising innovation in
cryptography. DNA encoding uses the sequence of nucleotide bases to encode information,

providing an additional layer of security through DNA operations such as addition,




subtraction, XOR, and XNOR that follow binary rules [24-26]. Combining chaotic systems and
DNA coding technology n significantly improve the security of image encryption by
reducing pixel correlation and improving sistance to statistical and differential attacks [27].
However, standard DNA encryption based on 2-bit mappings still faces challenges in
expanding the key space and achieving stronger diffusion, especially when processing high-
dimensional image data.

Several studies have explored using @otic systems and DNA coding in image encryption.
For example, Meng and Wu [9] proposed a 5D hyperchaotic system ggenerate chaotic
sequences for permutation and diffusion processes. They used an extended DNA coding
scheme to improve the DNA coding rules and DNA computation methods, thereby
improving the security of the encryption scheme. In addition, many studies have shown that
combining DNA technology with chaotic sequences can reduce image pixel correlation and
improve resistance to statistical and differential attacks [28-31]. Nevertheless, prior works
often either relied on fixed DNA coding schemes or lacked an integrated structure that
systematically combines hyperchaotic dynamics and DNA-based diffusion within a flexible
encryption framework.

The Feistel network is a basic structure ed in many modern encryption algorithms, such as
DES and AES, to help improve the avalanche effect. The Feistel network has the advantage of
separating data into two parts and processing them iteratively through multiple rounds of
encryption with complex key functions [32,33]. This structure allows the decryption process
to use almost identical steps as encryption, only with the key order reversed, thereby
improving the reliability and flexibility of the algorithm. In addition, the Feistel network is
designed to resist various types of cryptanalysis attacks, including differential and linear
attacks. However, conventional Feistel-based approaches for image encryption typically rely
on simple permutation-substitution mechanisms, limiting their effectiveness against modern
attack strategies targeting pixel correlation and statistical patterns.

ﬂoﬁvated by these limitations, this study proposes a novel approach by extending the Feistel
structure into FeistelX, which integrates property H for invertibility, employs extended DNA
operations for enhanced diffusion, and %izes two complementary hyperchaotic maps (2D-
HELS and 2D-SCM) to achieve robust and scalable image encryption. Further contributions

of this research are:




1. Develop a stronger Feaistel network design by dividing the image into four parts and
adding H properties, called FeistelX.
2. Combine extended DNA and mixed chaotic methods based on Feistel X.
3. Implement this encryption scheme on digital images to evaluate its performance and
resilience to various attacks and compare it with related work.
Thus, this research proposes a potential approach to improve 1age encryption security in
response to the challenges of an increasingly complex and cyber-attack-prone digital
vi.ronment. The remainder of this paper is organized as follows: Section 2 presents the
reliminaries and background information necessary to understand the proposed method.
@cﬁon 3 describes the proposed image encryption method in detail. Section 4 discusses the
implementation and results of the proposed method. g‘lally, Section 5 concludes the paper

and outlines potential directions for future work.

2. Preliminaries

2.1 Feistel Networks

A Feistel Network is a fundamental structure commonly used in many symmetric block
encryption algorithms to ensure secure and reversible data transformation. It operates by
dividing the plaintext data (M) into two equal parts, typically the left and right halves [34].
The encryption process involves multiple rounds of operations to increase security gradually.
In each round: 1) The left half is processed through a complex encryption function with a
round-specific key. 2) The output of this function 1 then combined with the right half using
an XOR operation. 3) The two halves are swapped before proceeding to the next round.
In the study [35], the Feistel Network was developed by adding property H. A new property
that allows the encryption function to be inverted exactly, improving the bijectivity and
security of encryption. Property H states that the encryption function f is invertible with the
function t. If f is as in Equation (1), cn the inverting function t is in Equation (2).

fxK) = g(xK) ()

t@K) = g7 (= K) 2
Where K is the key, g is the encryption function and g~ is the inverse function, x is the

plaintext, and z is the ciphertext.




Other image encryption studies also apply Feistel Network, such as [36,37]. The study [36]
proposed an extended Feistel network encryption scheme. The extended Feistel network
utilizes four input sub-blocks and performs encryption in seven iterations to ensure security.
The function F in this network consists of S—es and P-boxes generated dynamically using
chaos maps and Rubik’s cubes, increasing @encryption scheme's complexity and security.
The study [37] uses a Feistel network and dynamic DNA coding. The problems of secret keys,
chaotic sequences, Hill encryption, Feistel networks, and pixel diffusion inspire this. To
overcome these problems, several improvements, including redesigning the secret key as a
256-bit binary sequence, using a suitable hyper-chaotic Chen system, and improving the pixel
diffusion process. The latest study [32] develops the Feistel Network by dividing M into four
parts, namely A, B, € and D [32]. Its operations are complexed with a combination of
permutation, substitution based on XOR and modulus. Inspired by these studies, this study
proposes a method called FesitelX, which divides M into four parts with property H. FeistelX
Network is a Feistel Network with property H and is divided into four parts using
permutation operations, extended DNA, XOR operations and modulation operations,
providing additional security by ensuring that each encryption function has a corresponding
reversal function, which is essential for accurate and secure decryption. Property H ensures
that the encryption process canbe reversed exactly, providing assurance that the original data
can be recovered after decryption. However, existing Feistel-based approaches often focus
only on simple permutation-substitution operations or require complex S-box/P-box design,

limiting flexibility and scalability for higher-dimensional encryption needs.

2.2 DNA Coding

DNA coding is a cryptographic technique that draws inspiration from the structure of
biological DNA to represent digital information in a highly complex and secure form. In DNA
molecules, information is naturally stored usingﬁr types of nucleotide bases: Adenine (A),
Thymine (T), Cytosine (C), and Guanine (G) [38,39]. These bases can be mapped to binary bits,
transforming digital data into DNA-like sequences. By leveraging the vast combinations and
complexity of DNA sequences, DNA coding introduces an additional layer of security in
encryption systems, making it more resistant to attacks.

The DNA encoding involves several basic steps [38,40]: 1) Binary to DN A Conversion: Digital

information is converted into a binary sequence, which is then mapped to the DNA nucleotide




base sequence using a specific encoding scheme. 2) DNA Operations: Once @ data is
converted into a DNA sequence, basic DNA eraticms such as addition, subtraction, XOR,
and XNOR are performed. These operations follow the rules of binary computation applied
to DNA bases. 3) Decryption: Decryption involves reversing the DNA operations to recover
the original information in binary format. Advances in DNA encoding technology have
resulted in several new techniques and methods gimprove the security and efficiency of
encryption. Research [41] proposed the use of DNA encoding in the encryption of dical
images and medical reports using the RSA algorithm. They mixed the DNA sequences
obtained from image encoding and reports to improve the security level of IoT networks.
Research [42] intmduccdﬁybrid adaptive image encryption algorithm using DNA encoding
and one-dimensional chaos maps to generate sequences. This scheme uses logistic maps and
tent maps to permute half of the images, then combines the results and applies DNA
operations for diffusion. Research [43] pDSEd an encryption scheme based on A
cryptography, a four-dimensional hyperchaotic system, and a Moore machine. The
hyperchaotic system generates four chaotic sequences used in DNA-based operations. The
Moore machine 1s used for substitution in the DNA sequence, improving the scheme's
security. The use of the DNA method ?zys a role in improving the security of image
encryption.

Inresearch [9], the DNA method is applied and extended to DNA encoding, making this DNA
method complex and strong when combined with other methods. Suppose standard DNA
coding uses four DNA nuclcoﬁdcs:%enine (A), Thymine (T), Cytosine (C), and Guanine (G),
which are represented by binary values: A =00, T = 11, C=01, and G = 10. Extended DNA
coding extends this approach by using 3-bit binary values for each nucleotide, resulting in
more combinations: A = 000, a =001, C =010, ¢ =011, G=100, g =101, T =110, t = 111. The
above provides several advantages: higher complexity, expanding the %y space, and being
more resistant to statistical and differential attacks. Although DNA cryptography has
enhanced security levels, many schemes using standard 2-bit encoding still face challenges in
expanding the key space and resisting sophisticated statistical attacks, necessitating further

improvements like extended DNA coding.




2.3 Chaotic ﬂmge Encryption

Chaoticimage encryption utilizes the principles of chaos theory, whereé.;nall changes in initial
conditions can lead to highly unpredictable outcomes. In this approach, chaotic maps,
nonlinear systems highly sensitive to initial values, generate pseudorandom sequences
known as chaotic sequences or keystreams. These sequences are used to randomize and
scatter the pixel values of an image, thereby making the encrypted data extremely difficult to
reconstruct without the correct key. This method significantly enhances security against
various types of cryptographic attacks by leveraging chaotic systems' inherent
unpredictability and complexity.

Hyperchaotic, in general, is a dynamical system that has more than one positive Lyapunov
exponent (LE), indicating that the system is susceptible to initial conditions in more than one
direction. A 2D chaotic map can be called hyperchaotic if it has Eo positive Lyapunov
exponents, indicating a more complex chaos than a regular chaotic system with only one
positive LE [44,45]. The advantages of a 2D hyperchaotic map over a 3D or more hyperchaotic
map are its lower computational complexity and simplicity of implementation while still
offering high-security properties due to its hyperchaotic nature.

Several previous studies have proposed 2D hyperchaotics, such as the study [38], which
proposed 2D-SCMCI hyperchaotics. The 2D-SCMCI method is built to overcome the
weaknesses of existing chaotic cryptography systems, such as chaotic degradation and
uneven output distribution. 2D-SCMCI is designed based on cascade couple modulation and
two 1D chaos maps. Based on the test results, two positive LE values are obtained, which
means it can be called hyperchaotic.

91 et al. [46] introduced a new image encryption scheme based on two-dimensional (2D)
Salomon maps that offer high security by utilizing chaotic properties. This 2D Salomon map
is developed from a one-dimensional function to two dimensions gncrease the complexity
and uncertainty of the chaotic sequence. This encryption algorithm splits and swaps pixel bits
and global pixel distribution, erasing the original image information.

Research [47] prnp()scdimage encryption algorithm using a new hyperchaotic map called
a two-dimensional symbolic map (2D-SCM). This method utilizes fission diffusion and
permutation operations to improve encryption security. The 2D-SCM hyperchaotic map offers

better ergodicity, more complex behavior, and a wider chaotic range, providing high security.




The Pision diffusion process spreads small changes throughout the image, increasing the
difficulty of identifying changes in the encrypted image. This method is susceptible to initial
conditions, making it safe from brute force attacks. This %Urithm is also resistant to
differential attacks, noise, and data loss and has high encryption efficiency for fast processing.
Overall, the 2D-SCM method offers better security and efficiency than conventional
algorithms.

Wang gal. [48] proposed a new image encryption algorithm using a two-dimensional
hyperchaotic map called Pirperchaotic exponential adjusted Logistic and Sine map (2D-
HELS). The 2D-HELS map bines Logistic and Sine maps with exponential adjustment to
enhance the chaotic characteristics. The main advantages of 2D-HELS include high ergodicity,
which Dvides a wider chaotic range and more complex behavior, thus improving encryption
security. In addition, 2D-HELS is very sensitive to initial conditions, so small changes can
produce different results, improving the resistance to brute-force attacks. While various 2D
hyperchaotic maps have improved randomness, certain methods still suffer from chaotic
degradation, limited diffusion effects, or increased computational complexity, which may

affect encryption robustness.

2.4 Summary and Identified Research Gaps

To better illustrate the research gap and the motivation for the proposed method, Table 1
summarizes key existing studies related to Feistel networks, DNA cryptography, and chaotic
encryption. It highlights their respective approaches and limitations and how the proposed
method addresses these shortcomings through a novel integration of FeistelX structure,

extended DNA operations, and dual hyperchaotic systems.

Table 1. Comparison of existing studies and the proposed method regarding
approach, limitations, and improvements.

Ref Approach Limitations Remarks

[36] Extended Feistel with S- | Complex S-box/P-box | Complex structure, less
box/P-box chaos design, limited scalability | flexible =~ for  higher

dimensions




[37] Feistel with dynamic

Standard DNA coding (2-

Key  expansion and

DNA coding bit), limited keyspace security need
improvement
[42] DNA coding Moderate diffusion | Focused on 1D chaos
hyperchaotic system strength, limited | maps, no extended DNA
flexibility
[47] 2D-SCM hyperchaotic | Stronger diffusion but | No integration  with
encryption increased structural | DNA-based operations
complexity

encryption

[48] |2D-HELS hyperchaotic

High chaotic complexity
but no modular

integration

No DNA or multi-layered

modularity

Ours | FeistelX + extended DNA
+2D-HELS & 2D-SCM

Combining property H-
based Feistel, extended
DNA, and dual 2D
hyperchaotic maps for
stronger confusion and

diffusion

3. Proposed Method

@sed on the literature above, this study proposes an image encryption method that combines

three main components: two 2D hyperchaotic methods, namely 2D-SCM and 2D-HELS,

FeistelX Network, and extended DNA Cryptography. Two 2D hyperchaotic methods are used

to generate very complex pseudorandom sequences. FeisteIX Network provides a strong and

flexible encryption structure with H property that guarantees the bijectivity and security of

the encryption and decryption process. Meanwhile, extended DNA Cryptography will add

additional layers of security through complex DNA operations, expanding the key space and

135
reducing pixel correlation. The main contribution of this work is developing an image

encryption method based on an extended FeistelX structure integrated with dynamic DNA

operations and controlled by two distinct 2D hyperchaotic maps (2D-SCM and 2D-HELS). The

proposed method is further illustrated in Figure 1.




3.1. Image Preprocessing and Parameter Initialization

Image preprocessing is performed by reshaping the read image into a one-dimensional vector
(1) This is done to facilitate the application of pixel and bit permutation and substitution in
the subsequent stages. Equation (3) is used to perform the reshaping process.

I = reshape(imread(img), 1,[ ]) 3)

Mixed Key using
mod operation

Initial parameter

Networks
y

Chaotic sequence 2D-
HELS generation

Chaotic sequence 2D-
SCM generation

Pixel Pixel
substitutions permutation

Image split into
four segments.

Encrypted
image

Where img is the image that has been read, reshape is the function used to change the shape,

Concatenate
four segments.

Figure 1. @ﬂow of the proposed encryption scheme

imread is the image reading function, 1 means 1 row, and [] indicates that the number of
columns is adjusted according to the image dimensions.
At this stage, several parameters are also set, such as determining the number of rounds (N),

control factors a and g, and the initial values for the chaotic sequence, namely x1,, y1,, x2,,




and y2,. These highly sensitive initial values will determine the chaotic sequence generated,
a key component of this encryption method. To make these values unique, the initial values
are generated from the user's input key (K), and the plaintext (/) hashed with SHA-512. As a
result, SHA-512(K) and SHA-512(/) are obtained, each consisting of 128 hexadecimal values,
which are then converted into 64 ASCII numbers and mixed using a modulus operation, as
shown in Equation (4).
K = mod((K1+ K2),256) (4)

Where K1 is the ASCII number from the user's key that has been SHA-hashed, while K2 is the
ASCII number from the plaintext that has been SHA-hashed. Next, to obtain the values x1,,

¥1,, x24, and y2, Equations (5)-(8) are used.

x1g = std(K1.16) ©)
¥1g = std(Ki7.:32) (6)
x2¢ = std(K33.48) ()
¥2q = std(Kq9:64) 8

Where std a is the function used to calculate the standard deviation.

3.2 First Stage Encryption

In the first stage, the generation of the 2D-HELS chaotic sequence is used for pixel permutation
and bit substitution in the image. The length of chaotic sequence (n) is equal to the number
of pixels in the image. The 2D-HELS chaotic sequence is calculated using Equations (9) and
(10), with input 4 and initial values x1, and y1,.
Tnil = sin(m(4 exp(u) 2 * (1 = x,) + (1 — exp(W) *Sin( - y))) )
Vne1 = dsin(m(4exp() - ¥ - (1 — yo) + (1 — exp(w)) - sin(z - x,41))) (10)
The plot of the chaotic sequence for x and y and its bifurcation are presented in Figure 2,

where the visualization shows the randomness and complexity of the generated sequence.

Chaotic sequance x

Chaotic sequance y
o N

Iteration Iteration




Bifurcation diagram (x) Bifurcation diagram (y)

Figure 2. Chaotic sequence and bifurcation diagram plot of 2D-HELS

If z1 is the first chaotic sequence, then z2 is the second from 2D-HELS. Convert z1 into an
integer form using Equation (11), then Drm the bitwise XOR operation between z1 d and
the 1D image vector () to obtain the cipher image €1, as shown in Equation (12).
z1 = (z x 10%)mod 256 (11)
Cl=z1®! (12)
Perform the permutation process on €1 based on the sorting operation on z2 to obtain €2, as
shown in Equation (13).
€2 = C1(sort(z2)) (14)
The substitution and permutation processes in this first stage provide strong confusion and

diffusion, as the complexity level of 2D-HELS is very high, demonstrated by a LE value greater

than 8 when pu=4 [48].

3.3 Second Stage Encryption

After achieving strong confusion and diffusion in the first stage, the second stage encryption
is performed using 2D-SCM and extended DNA based on the FeistelX Network to enhance
image security further. First, the image is divided into four equal segments (4, B, C, and D)
for the encryption process based on the FeistelX network. If N is the length of the image vector,
then each segment has a size (segSize) calculated using Equation (15), and each segment is

defined using Equation (16).

segSize = l%] (15)




A = C2(1: segSize),
B = C2(segSize + 1: 2 - segSize),
C = (C2(2 - segSize + 1:3 - segSize),
D = C2(3-segSize + 1: N)

(16)

In the FeistelX network, there are four different operations on each image segment. Where in

these operations 2D-SCM and extended DNA are used in each round of FeistelX. Equation

(17),(18) are used for the generation of chaotic sequence 2D-SCM, where input value « is used
7

as the control factor [47], x2, and y2, as initial values and the length of the chaotic sequence

is segSize.
Xn
Xnpq =~ Yy F—— 17
i T explyal an
Y1 = sin (%, + yn) (18)

Based on Equations (17) and (18), the plot of the chaotic sequence for x and y and the 2D-5CM
bifurcation is presented in Figure 3.

rom Figure 3, it can be seen that the complexity of the chaotic sequence is very good. The
first chaotic sequence of 2D-8CM is stored in the variable z3 and the second chaotic sequence
is stored in the variable z4. In each round of Feistel encryption, the encryption functions f and
g which have the H property, are used. The H property ensures that the encryption functions
f and g can be reversed with the function t. Therefore, in the i-th round, Equation (19) is used.

Ajyq = permute(C;, sort(z3))

Civ1 = A; B F(C;, K (230)) (19)
Biy1 = DNAop(D;, K(z4))

Diy1 = G (B, K(241))

Where F(Ci, K (23)) = permute(C;, sort(23)) @ K(23) and G(B;, K (z40)) = (B; +
K (z40))mod 256

Chaotic sequence x

Chaotic sequence y
R

-05

] 2000 4000 6000 8000 10000 ) 1] 2000 4000 6000 8000 10000
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Bifurcation diagram for y

-50 o 50

Figure 3. Chaotic sequence and bifurcation diagram plot of 2D-SCM
More details on each FeistelX stage are as follows:
1. Pixel Permutation (A to C)
First, the chaotic sequence z3 is used to perform permutation on segment C; resulting
in segment A;,, through the operation permute(C;, sort(z3)).
2. XOR Operation (C to A)
Then, segment (; is combined with segment 4; using the XOR operation after the
permutation of C;. The key K(z3i) is calculated as z3i = mod (23 x 105,256) and is
used in this operation, resulting in Cj 4.
3. DNA Operation (B to D)
Segment D; is converted into a DNA sequence using the extended DNA coding
method, then subjected to DNA operations with the key K(z4). The extended DNA
coding is performed as follows:
a) Convert the segment into binary form, then divide it into triplet groups. Each
binary triplet is converted into a nucleotide, with A =000, a=001, C= 1010, c=
011, G=100, g =101, T=110, and t=111.
b) Each nucleotide in the extended DNA sequence (DNA,), is added to the
corresponding nucleotide from the chaotic DNA sequence (DNA;). The
addition is performed using Equation (20).

DNAyesure = mod(DNA; + DNA,, 8) (20)




Each nucdleotide is mapped to the corresponding index from 0 to 7, and the
result is converted back to nucleotides according to the sum result.

c) Convert DNA, ., back to binary triplets according to the predetermined
conversion rules.

d) The remaining bits from the initial conversion process (if any) are added to the
end of the resulting binary sequence so that the final binary sequence is
complete again.

4. Modular Operation (B and D)

Segment B; is combined with the key K (z4i) calculated as z4{ = mod (24 x 105,256)

using a modular addition operation, resulting in D;,4.
Note: The above describes the first round of the FeistelX network. In the second to the last
round, there is a slight modification by adding a constant value (cons) to x2, and y2, as
inputs. This constant value can be set, but by default, it is very small, i.e., 0 < cons < 0.01. The
use of cons in each round further increases the complexity of 2D-5CM's randomness.

or decryption, the inverse of the encryption process is performed with the inverse function

t that corresponds to property H, so in the i-th round of decryption, Equation (21) is used.

C; = permute™ (4,4, sort(z3))
Ap = Cyyq @ t(F(C, K(231)))
D; = DNAop™ (B4, K(24))

B; = t(G(D;, K (24i)))

(21)

Here, t(F(CI-, K(z3i))) and t(G(DI-.K(zf}i))) are the inverse functions of operations F and G,
allowing for reconstructing the original data after the encryption process.

The extended DNA operations expand the key space and introduce a nonlinear diffusion
process.ﬁ correlation between adjacent pixels is further broken by operating at the binary
and nucleotide levels. The modular addition operation applied to the DNA sequences ensures
that even slight differences in pixel values are significantly diffused across the ciphertext. The
proposed method's two hyperchaotic maps serve distinct purposes: 2D-HELS is utilized in
the first stage to perform intensive pixel scrambling and substitution, providing strong initial
confusion and diffusion. Meanwhile, 2D-SCM is employed during the FeistelX rounds to
generate dynamic chaotic sequences for additional permutation and diffusion operations,

enhancing the complexity and security of each encryption round.




4. Results

Implementation and testing oq the proposed method using datasets from the SIPI Image
Database [49], as shown in Figure 4. Most of the images have dimensions of 512 x 512 pixels
and were converted into grayscale format to standardize the evaluation. Some images, such
as Aerial and Moon Surface, have 256 x 256 pixels, while the Male image has a dimension of
1024 x 1024 pixels. These images were selected to facilitate comparison with related studies
because they represent diverse characteristics: Aerial and Moon Surface exhibit large smooth
regions, Baboon and Boat display complex textures, Ruler represents highly homogeneous
content, and Peppers and Male images offer moderate structural complexity. Additionally,

the Lena image was also used for comparison purposes, although it is not displayed in Figure

4 due to usage restrictions by some publishers.
X S —

(e) ® (8) % (h)
Figure 4. Standard test image used for testing{(a) Aerial; (b) Airplane; (c) Baboon; (d) Boat;

(e) Peppers; (f) Moon surface; (g) Male; (h) Ruler}
4.1 Encryption pésults

In this section, we present a sample of image encryption results. Not all images are shown
because they relate to the number of pages. Here, we choose the ruler image, which is
considered to have the highest homogeneity, as evidenced by the histogram presented in
Figure 5 (d) where there are only pixels 0 and 255.

In addition to visual results, the encryption and decryption efficiency of the proposed method
was also evaluated. Preliminary tests conducted on a 512x512 grayscale image showed that

the average encryption time was approximately 0.95 seconds, and the decryption time was




approximately 0.88 seconds on a standard desktop computer (Intel i7, 16GB RAM). These
results indicate that the method maintains acceptable computational efficiency, making; it
feasible for practical applications where moderate-speed processing is acceptable.

ased on the results presented in Figure 5, the proposed method successfully encrypts the
most homogeneous image very well, as evidenced by the significant changes in the histogram.
In the original image, there are only two bins, but after encryption, all bins from 0 to 255 have
relatively uniform frequencies. However, visual measurements do not seem to be sufficient.
Sections 4.2 to 4.9 will show more detailed assessments with statistical values @prove the

performance of the proposed encryption method.
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Figure 5. Sample encryption result{(a) plain ruler; (b)encrypted ruler; (c}?écrypted ruler; (d)

plain ruler histogram; (e) encrypted ruler histogram; (f) decrypted ruler histogram}
4.2 ai-square assessment

The Chi-square assessment is used to measure the randomness of encrypted data by
comparing the distribution %ixe] values in the ciphered image to a uniform distribution. A
we]]crypted image should have a near-uniform distribution of pixel values, indicaﬁngﬂéq
randomness and resistance to statistical attacks. The Chi-square statistic typically ranges from
0 to infinity. Lower values indicate that the observed distribution is close to the expected

uniform distribution, suggesting good randomness. For a well-encrypted image, the Chi-




square value should be low, close to the critical value corresponding to the degrees of freedom
(255 for grayscale images), indicating no significant%viatiun from the expected distribution.
In this case, a good chi-square value is less than or equal to 293.2478. gi-square can be
calculated using Equation (22), and the assessment results are presented in Table 2.

n

0; — E)?
Xzzz(LE ) 22)
- 13
5 i=1

Where 0, is the observed frequency of pixel value i; E; is the expected frequency of pixel value

Total Number of Pixels

i, typically E; = 256

Table 2. Chi-square assessment and comparison with related study

Image Ref [18] Ref [32] Ref [45] Ref [47] Ours

Lena 244.125 - 255.7102 - 224231
Aerial - - - - 235234
Airplane 243.654 - - 231.697 215.343
Baboon 246.271 248.8271 250.6958 249.974 241.234
Boat 244.456 214.8063 255.2072 - 213.234
Peppers 241.462 229.6903 254.8962 237.615 225235
Moon surtace - - - - 249.324
Male - 232.5359 - 206.254 219.232
Ruler - - - - 251.497

Based on the Chi-square assessment results in Table 2, the FeisteIX encryption method
combined with extended DNA and hyperchaotic systems shows consistent Chi-square values
below the critical value for all test images. This indicates a nearly even pixel distribution,
indicating high randomness and resistance to statistical attacks. All%—square values are less
than 293.2478. This proves that the proposed method effectively eliminates recognizable
patterns in encrypted images. Thus, ﬁs& results confirm that the proposed encryption
method successfully improves the security of image encryption, especially against attacks
based on pixel statistical analysis. Thus, the Chi-square assessment results support the claim
that the proposed encryption method effectively improves the security of image encryption,

especially in protecting against attacks that exploit pixel statistical distribution.




4.3 Correlation Coefficient Assessment

This metric measures the correlation between adjacent pixels in an image. In a secure

cryptographic systcm,ﬂ correlation between adjacent pixels in the encrypted image should
be close to zero, indicating that the encryption process has effectively disrupted the inherent
correlation present in the original image. The correlation coefficient (r) nges from -1 to 1.
A value dose to 0 indicates no correlation (ideal for encrypted images), %le values close to
1 or -1 indicate a high correlation (undesirable in encryption). The correlation Eefficient of
two adjacent pixels in the gray levels image (x and y) can be calculated with Equation (23),
which is commonly calculated based on horizontal, diagonal, and vertical direction.
.- Ei 0 — 0 (yi — ny)
JE = 0 B (- )?

Where x; and y; are the gray levels of two adjacent pixels in the image; 4, and ,, are the

(23)

means of x and y.
The assessment result of r is presented in Table 3. Meanwhile, the sample plot result of r
presented in Figure 6. The r values in Table 3 show that the FeisteIX encryption method
produces correlation values?%se to zero for all directions (horizontal, vertical, and diagonal),
indicating the loss of expected inter-pixel correlation in a secure encrypted image. The highest
and lowest values obtained in this assessment show very minimal differences, indicating the
stability and consistency of this encryption method in maintaining randomness regardless of
the pixel direction. With a small gap between the highest and lowest values, the proposed
method is proven stable and effective in disrupting inter-pixel correlation, strengthening

image security against attacks that rely on correlation analysis.
Table 3. Correlation between adjacent pixels assessment and comparison with

related study

Image Direc | Ref [18] Ref [42] Ref [45] Ref [48] Ref [26] Ours

tion
Lena 9 0.0016 0.0042 0.0009 - 0.0005 0.0009
H 0.0017 -0.0013 0.0019 - -0.0005 -0.0011
v -0.0012 -0.0511 0.0012 - -0.0028 0.0006
Aerial D - - - -0.0019 - 0.0017




H - H i 0.0009 i 0.0025
v - - = =0.0014 i -0.0001
Airplane @ 0.0019 0.0008 - - - -0.0009
H 0.0023 0.0022 - - i 0.0015
v 0.0018 -0.0015 - - - 0.0005
Baboon | D 0.0022 - 0.0004 - 0.0004 0.0007
H 0.0015 - 0.0054 - 0.0013 -0.0001
\% 0.0021 - 0.0004 - -0.0030 0.0031
Boat D 0.0018 - 0.0028 0.0015 - 0.0014
H 0.0023 - 0.0007 0.0018 i -0.0006
\Y% 0.0022 - 0.0003 0.0019 - 0.0020
Peppers | D 0.0015 0.0001 0.0007 - 0.0016 0.0009
ﬁ 0.0017 0.0047 0.0004 - 0.0001 0.0003
v 0.0015 -0.0171 0.0014 - -0.0046 0.0027
Moon D - H H =0.0007 i 0.0019
surface —E - - - 0.0024 i -0.0008
v - i i 0.0032 - 0.0025
Male D - i H 0.0005 i 0.0007
H - - - 0.0031 H 0.0017
v - i H 0.0003 i 0.0011
Ruler D - - - 0.0036 i 0.0026
H - i i 0.0016 - 0.0011
v - - - 0.0039 i 0.0031
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Figure 6. Sample of r plot of ruler image {top row is original  plot, bottom is encrypted r
plot}
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In Figure 6, it can be seen that the original r plot only has four red points on the top left, top
right, bottom left, and bottom right because it only consists of pixels 0 and 255. After being
encrypted, the r plot is spread evenly, consistently like the histogram shown in Figure 5 (e).
The significance of achieving low correlation across different orientations is that natural
images often exhibit stronger correlations along specific directions, particularly horizontal,
due to common object alignments. If encryption only disrupts correlation in certain directions,
residual structures may still be exploited through statistical analysis. The proposed method
ensures that no exploitable structural information remains by achieving low correlation
uniformly across horizontal, vertical, and diagonal directions. Integrating chaotic sequences,
extended DNA operations, and FeistelX network architecture effectively disperse pixel
relationships in all spatial directions, enhancing resistance against structure-based statistical

attacks.

ﬂ Information entropy assessment

Information entropy measures the uncertainty or randomness in an image. Higher entropy
values indicate more randomness, desirable in an encrypted image to prevent statistical
attacks. Entropy values ra.nge%m 0 to 8 for an 8-bit grayscale image. Higher entropy values
indicate higher randomness [50]. For a perfectly random image, entropy should gdose to 8.
For encrypted images, an entropy value close to 8 is considered ideal. Entropy can be
calculated with Equation (24).

HOO = — Zp(xi)logzp(xa (24)

=1




Where p(x;) is the probability of occurrence of the pixel value x;. The results of the entropy

assessment and comparison with those of the prior are presented in Table 4.

Table 4. Information entropy assessment and comparison with related study

Image Ref [18] ef [42] | Ref[45] | Ref[47] | Ref[48] | Ref[26] | Ours

Aerial - - - 7.9974 - 7.9974
Moon surface | - - - - 7.9973 - 7.9974
Lena 7.9993 7.9993 - - - 7.9992 7.9994
Airplane - 7.9994 - - - - 7.9993
Baboon 7.9993 7.9993 - 7.9992 - 7.9994 7.9994
Boat - - 7.9996 - 7.9992 - 7.9994
Peppers 7.9993 7.9992 7.9993 - - 7.9993 7.9994
Ruler - - - - 7.9994 - 7.9993
Male - - - 7.9993 7.9998 - 7.9998

g‘ne results of the information entropy assessment in Table 4 show that the proposed
encryption method consistently produces entropy values close to ?mdicating a very high
degree of randomness in the encrypted image. This value is close to the theoretical maximum
limit for 8-bitimages, indicating that this method effectively ensures that the pixel distribution
does not provide information that statistical attacks can exploit. In addition, the results are
slightly better than those of related studies.

These near-ideal entropy values have important implications for practical encryption
scenarios. High entropy ensures That the encrypted image appears statistically uniform,
significantly reducing the effectiveness of gti&tical attacks such as histogram analysis and
entropy-based distinguishers. Furthermore, in real-world applications such as secure cloud
storage and transmission over insecure networks, high-entropy ciphertexts make it extremely
difficult for attackers to infer meaningful information, even in ciphertext-only or chosen-
plaintext attack scenarios. Thus, the observed entropy values validate the theoretical security
properties and demonstrate the proposed method's robustness in practical cryptographic

environments.




4.5 E!lified Average Changing Intensity (UACI) assessment

UACI quantifies the average intensity of differences between two encrypted images derived
from slightly different plaintexts. High ﬂCI values indicate that the encryption algorithm
effectively diffuses plaintext changes throughout the ciphertext. An ideal UACI value should
be around 33.33%, indicating effective diffusion properties of the encryption algorithm. But
more detailed image dimensions also affect the ideal UACI value on the image (significance
level £0.05) with dimensions of 256x256 from 33.2824 to 33.6447, dimensions of 512x512
images from 33.3730 to 33.5541, dimensions of 1024x1024 from 33.4183 to 33.5088. UACI can
be calculated with Equation (25). While the results of the UACI assessment are presented in
Table 5.

Im( ) —C20.0)
1 C1(i, ) — €2(i,j .
UAC[_MxN 4 T3 % 100% (25)

Where C1(, j) and C2(i, j) are the pixel values of the two encrypted images; M and N are the

image's dimensions in pixels.

Table 5. UACT (%) assessment and comparison with related study

Image Ref [18] Ref [42] Ref [45] Ref [48] Ref [26] Qurs

Aerial - 33.4585 33.4569 - 33.3776
Moon surface | - - 33.4161 33.4747 - 33.4805
Lena 33.4599 33.44 33.4574 - 33.48 33.4959
Airplane 33.4526 32.87 - - - 33.5102
Baboon 33.4772 32.64 - - - 33.5075
Boat 33.4890 - - 33.4791 - 33.4440
Peppers 33.4838 33.20 - - 3343 33.4917
Ruler 33.4785 - - 33.4168 - 33.5164
Male - - - 33.4409 - 33.4794

The UACI values obtained and presented in Table 5 are within the specified significance limits
for images with dimensions of 256x256, 512x512, and 1024x1024, indicating that the algorithm
effectively propagates plaintext changes throughout the ciphertext. Although slight variations
in UACI values are observed among different images, these differences are expected due to

the inherent characteristics of each image, such as texture complexity and pixel distribution.




Nevertheless, all values remain within the ideal range, confirming that the proposed method
45
maintains strong diffusion capability, e.nsuring that small changes in the plaintext result in

significant changes in the ciphertext, which is crucial for encryption security.

ﬂ Number of Pixel Change Rate (NPCR) Assessment

NPCR measures the sensitivity of the encryption algorithm to small changes in the plaintext
(e.g., a single bit of pixel change). Pca]cu]ates the percentage of different pixels between two
encrypted images produced from slightly different plaint{‘xts.ﬁe ideal NPCR value should
be close to 100%, indicating that the encryption is highly sensitive to changes in the plaintext,
thus ensuring high security. But in more detail, the NPCR value is also influenced by the
image dimension with a significance level of £0.05 for images with dimensions of 256x256,
dimensions of 512x512 from = 99.5893, dimensions of 1024x1024 > 99.5994. NPCR can be
calculated using Equation (26). The results of the NPCR assessment are pmsenicd@]'able 6.
L DG 100% (26)

Where D(i,j) is a binary function to compare the binary values of the pixels of two encrypted images,

NPCR =

0 if the pixels are the same, 1 if different.

Table 6. NPCR (%) assessment and comparison with related study

Image Ref [18] Ref [42] Ret [45] Ref [48] Ref [26] Ours

Aerial - 99.6059 99.6109 - 99.5946
Moon surface | - - 99.6063 99.5941 - 99.5978
Lena 99.6078 99.61 99.6096 - 99.61 99.6191
Airplane 99.6063 99.61 - - - 99.6068
Baboon 99.6092 99.60 - - - 99.6054
Boat 99.6014 - - 99.6128 - 99.6146
Peppers 99.6061 99.60 - - 99.61 99.6118
Ruler - - - 99.6075 - 99.6080
Male - - - 99.6190 - 99.6194

The NPCR evaluation results show that the proposed encryption method consistently
produces NPCR values close to 100%, which aligns with expectations for encryption sensitive

to small changes in the plaintext. All obtained NPCR values are within the ideal range




determined based on the image dimensions, indicating that the method effectively ures
that small changes in the plaintext cause significant changes in the ciphertext. This stability
confirms the ability of FeistelX to maintain encryption security against attacks that exploit
minimal changes in the original data. Similarly, minor variations in NPCR values among
different images are consistent with theoretical expectations. Images with highly structured
or homogeneous regions like Ruler and Aerial may show marginally different NPCR values
than complex textured images. However, all results fall within the statistically ideal
thresholds, indicating the stability and robustness of the encryption method.
4.7 Key Sensitivity Analysis
Key sensitivity analysis ensures that small changes in the encryption key lead to significant
changes in the encrypted image, which is crucial for security. The encryption process should
be susceptible to the key, meaning that even a single-bit change in the key should result in a
completely different encrypted image. Figure 7 shows the differences in the results of image
ecryption with the correct key and the changes in the single-bit key, respectively, at the

beginning, middle, and end of the key.

_(a).,, -+ (C)
Figure 7. Sample results of key sensitivity test {(a) correct key; (b} single-bit key modification

at the beginning; (c) single-bit key modification at the middle; (d) single-bit key modification
at the end}

q-.e key sensitivity test results shown in Figure 7 confirm %t the proposed encryption
method is very sensitive to small changes in the encryption key. As seen in Figure 7(b), (c),
and (d), changing only one bit in the key at the beginning, middle, or end produces an entirely
different encrypted image from the result encrypted using the correct key (Figure 7a). This
shows that the proposed method has high resistance to brute force attacks and nsures that
without the proper key, decryption is impossible. Furthermore, to quantify the sensitivity, the
Peak Signal-to-Noise Ratio (PSNR) between the incorrectly decrypted images and the original

plaintext image was calculated, resulting in an average value below 8.2 dB. This extremely




5
low PSNR indicates a high level of difference, thereby validating the gabustness of the
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proposed method against minor key modifications. This sensitivityls.a key factor in ensuring

the security of the encryption scheme.

4.8 NIST Assessment

The ﬁiﬁonal Institute of Standards and Technology (NIST) statistical test suite is a collection
of tests designed to evaluate the randomness of binary sequences generated by cryptographic
algorithms. These tests help ensure that the encryption process produces outputs
indistinguishable from random noise, which is essential for security. The NIST test suite
involves multiple statistical tests; each test computes a p-value as p = P(Test Statistic <
Observed Value), where p is the probability that the observed test statistic is less than or equal
to the observed value, assuming the sequence is random. A sequence is considered random if
the p-value is greater than the significance level (commonly 0.01) in most tests. Most of the
NIST tests should pass for a well-encrypted sequence, indicating that the sequence behaves
like a truly random sequence.

This study applied the NIST tests to binary sequences extracted from the ciphertexts generated
by encrypting standard test images. Each ciphertext was converted into a binary bitstream,
and the tests were conducted using a significance level of 0.01, following the default
parameters of the NIST SP800-22rla guidelines. The length of the bitstreams exceeded 10°
bits to ensure the statistical validity of the tests and enable other researchers to reproduce the

results.@e INIST test result is presented in Table 7.

Table 7. NIST test assessment

No est Name p-Value Pass [y/n]
1 Frequency 0.314833449637457 y
2 | Block Frequency 0.763180133167920 y
3 Cumulative Sums (Forward) 0.862046061569866 y
4 @mu lative Sums (Reverse) 0.729012438993691 y
5 | Runs 0.886120007978069 y
6 Longest Run of Ones 0.747789612854265 y
7 | Rank 0.788956631750734 y
8 Discrete Fourier Transform 0.339750295590680 y




9 | Nonperiodic Template Matchings 0.132614268733269 y
10 | Overlapping Template Matchings 0.978892696165680 y
11 | Universal Statistical 0.540252373693167 y
12 | Approximate Entropy 0.667269384066956 y
13 | Random Excursions 0.492641866097250 y
14 | Random Excursions Variant 0.280752695957940 y
15 | Serial 0.837347320780669 y
16 | Linear Complexity 0.683218649095200 y
Mean 0.627792367883301 16/16

Ee test results using the NIST Statistical Test Suite, as shown in Table 7, confirm that all
statistical tests performed on the encrypted binary sequences produce p-values ater than
the significance level, demonstrating the high quality of randomness achieved. This indicates
that the binary uences generated by the proposed encryption method meet the criteria of
randomness and indistinguishability from random noise, which is very important for
cryptographic security. Success in all 16 NIST tests highlights the robustness of the method
and its ability to generate secure ciphertexts that effectively resist statistical and

distinguishability-based attacks.

4.9 Noise and Loss Attack Assessment

This assessment cvaluatcs@e robustness of the encryption algorithm against noise addition
and data loss. In practical scenarios, encrypted images might be transmitted over unreliable
channels where noise or data loss can occur. The resilience of the encryption algorithm under
such conditions is crucial for maintaining security. Several attack tests were used in the study,
namely loss with dimensions of 200x200 pixels, salt and paper noise 0.2, and their

combinations, which are presented in Table 8.

Table 8. Noise and Loss Attack Assessment

Attack Decrypted Image Decrypted Histogram




Without Attack a R

Decrypted Image Histogram

-

Loss 200x200 pixels v

Frequancy
g

g 8

100 150
Pixel Value

Salt and pepper (sp) 0.2

100 180
Pixsl Valus

Loss 200%200 pixels +sp 0.2

The test results m@a robustness of the proposed encryption algorithm against noise and data
loss, as shownin Table 8, show that this algorithm can preserve most of the visual information
even though an attack occurs. In the scenario without attack, the decrypted image is identical

to the original image, with the histogram showing the appropriate pixel distribution. When




there is a data loss of 200x200 pixels, the decrypted image maintains its primary structure,
although some visible artifacts exist. The histogram shows slight deviations, but the general
shape is still recognizable.

In addingﬁ and pepper noise of 0.2, the decrypted image shows increased noise but is still
recognizable, with histograms showing only slight distortion. The combination of data loss
and salt and pepper noise results in decrypted images with more artifacts and distortion, but
the algorithm still manages to preserve some key details of the image. Overall, these results
show that the proposed method is quite robust to noise and data loss, making it a reliable
choice for use in unstable environments.

e PSNR between the decrypted and original images was measured under different attack
scenarios to assess the artifact tolerance. The PSNR values were around 21 dB for salt and
pepper noise, 20 dB for data loss, and 18 dB for the combined noise and loss condition. These
values indicate that despite noise and data loss, the decrypted images maintain an acceptable
level of visual quality, confirming the method’s resilience against moderate levels of channel
degradation. Overall, these results show ?&t the proposed method is quite robust to noise

and data loss, making it a reliable choice for use in unstable environments.

E. !fnnclusions

This study proposes an image encryption method that combines FeistelX Network with
extended DNA Cryptography and two 2D hyperchaotic maps, namely 2D-SCM and 2D-
HELS. The results of various tests show% the proposed method has superior performance
in terms of randomness, sensitivity to key changes, resilience to statistical attacks, noise-based
attacks, and data loss. The Chi-square value is consistently below the critical value, and the
entropy value close to 8, indicating high randomness. In addition, the UACI and NPCR
values ste to the ideal value confirm that this method is very effective in propagating
plaintext changes throughout the ciphertext, ensuring strong security. Testing ng the NIST
Statistical Test Suite also proves that the binary sequence generated by this method meets the
randomness criteria required for strong cryptographic security. The method's sensitivity to
key changes, as proven through key sensitivity testing, confirms that this th()d is highly
resistant to brute force attacks. Overall, the proposed encryption method has proven reliable

and effective, making it a viable choice for image encryption applications in environments




that require high security. Based on these properties, the proposed method may also be
applicable for securing sensitive images in fields such as military surveillance, medical

imaging, and cloud-based storage.
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