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ABSTRACT This research introduces an innovative image encryption method that amalgamates two secure
and efficient chaotic maps, namely a 2D Simplified Quadratic Polynomial Map (2D-SQPM) and a 2D
Symbolic Chaotic Map (2D-SCM), within an enhanced Feistel network structure. The primary motivation for
this research is to address the limitations of current image encryption methods that are vulnerable to statistical
and differential attacks. A hash function is also integrated to elevate the key's security and sensitivity. Unlike
standard Feistel networks, which split the plaintext into two parts and employ only XOR operations at the bit
level, this research's Feistel Network modification involves dividing the plaintext into four sections and
introducing a diverse set of operations, including substitution and permutation at both the bit and byte levels
across different parts, thereby optimizing confusion and diffusion effects. The empirical evaluation
demonstrates that this method significantly reduces pixel correlation and strengthens encryption against
statistical and differential attacks. Supported by various analytical tools like entropy analysis, NPCR, UACI,
chi-square, key space and sensitivity analysis, robustness testing, and NIST suite evaluations, the proposed
method significantly enhances image encryption performance. In conclusion, the proposed method
effectively secures image data and sets a new benchmark in image encryption. The significance of this
research lies inits integration of complex, chaotic dynamics and advanced encryption mechanisms, providing
a substantial contribution to digital information security.

INDEX TERMS Image Encryption, Feistel Network, Chaotic Encryption, Image Cryptosystem,
Cryptography

L. INTRODUCTION

Security in transmitting digital data is a crucial aspect in
today's era of iternet technology. With increasing human
work requiring this technology[1], cybercrime rates have also
risen [2]-[7]. According to data from CrowdStrike 2024
Global Threat Report, there has been a significant increase in
cyber-attacks, with a 75% rise reported([8]. Cryptography has
become one of the methods for securing digital transactions,
but this method must continuously evolve due to the
increasing sophistication of cryptanalysis. The advancement
of cryptography is inherently influenced by cryptanalysis
research such as [9]-[12], which exposes potential
vulnerabilities and drives the development of more secure
encryption techniques. This race has spurred the need for more
secure and efficient encryption methods[13], [14].
Specifically, this research focuses on image objects. Images
require a special cryptographic approach that considers their
intrinsic characteristics, such as high redundancy, large file
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sizes, and a high correlation between pixels[15], [16], making
the research on image encryption particularly compelling for
further development.

Shannon's theory on communication security emphasizes
the importance of diffusion and confusion. In the context of
image cryptography, this theory guides our approach,
suggesting that permutations and substitutions must be carried
out not only at the pixel level but also at the bit level to enhance
security[17], [18]. This theory remains valid to this day, with
ongoing research efforts to improve it[19]-[22]. Building on
this foundation, complex permutation techniques with
unpredictable patterns can be implemented to increase
diffusion. Moreover, confusion can be enhanced by creating
key-sensitive substitution functions, such as dynamic
substitutions whose parameterizations change based on
several aspects of the image being encrypted or by using more
than one substitution function simultaneously. In addition to
these techniques, mage encryption can also be substituted at
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both pixel and bit levels. Thus, a balanced combination of
these two techniques at the bit and pixel levels can enhance the
security of image cryptography([23], [24].

One crucial factor influencing the quality of diffusion and
confusion is the key and the method. With recent
advancements, researchers have developed many image
encryption methods using various approaches, such as those
based on chaos[25]-[31], DNA encoding [32], [33], neural
networks [34], [35], etc. Interestingly, combining these
methods results in high security but inevitably impacts
computational complexity and efficiency. Particularly, most
of these methods still combine them with chaotic-based
methods. Because of their benefits, chaotic methods are
preferred and used in image encryption due to their dynamic
nature, sensitivity to parameters and initial conditions, and
unpredictable patterns[36]-]40]. Consequently, the output of
chaotic methods generally takes the form of a keystream
commonly referred to as a chaotic sequence[41]. The chaotic
sequence is used to carry out the permutation and substitution
processes by leveraging this characteristic. Some simple
chaotic methods are Arnold, Logistic, Baker, and Tent maps;
these methods are relatively simple and have fast
computations to generate chaotic sequences. Further
encryption methods are being developed with higher dynamic
complexity, such as in research[42]-[44], which is widely
used today.

In the context of optimizing chaotic methods, various
studies have involved and analyzed various chaotic systems.
However, it is uncommon to find chaotic system methods that
display simple chaotic behavior with a namrow chaotic range,
lack of complex dynamic behavior, and uneven trajectory
distribution. This limitation can significantly reduce the
security of image encryption applications. On the other hand,
it is also not uncommon to find chaotic systems with complex
structures unsuitable for image encryption applications [45]—
[48]. Furthermore, some image encryption methods are overly
complex, which can limit their development to meet the needs
of practical applications, or some algorithms may not be
relevant to the plaintext or are designed too simplistically[49],
[50].

This recognition necessitates an exploration of more
sophisticated chaotic properties, such as those found in the 2D
symbolic chaotic map (2D-SCM), which exhibits ergodicity,
unpredictability, diversity, complexity, aperiodicity, and
sensitivity to control factors and initial states. Contrastingly,
the 2D simplified quadratic polynomial map (2D-SQPM) is an
efficiently and securely designed chaotic algorithm.
Integrating these insights, utilizing a hash function and the
Feistel network, we combine both chaotic maps and apply the
permutation and substitution techniques at the image pixel and
bit levels. Furthermore, this study has several contributions
and goals, namely:

1. To design an efficient and secure encryption method using
a combination of 2D-SQPM and 2D-SCM.

2. Tomodify and implement the Feistel network, substitution
operations, and permutations at the bit and pixel levels to
enhance the confusion and diffusion of encryption.

3. A hash function increases resistance to statistical and
differential attacks and enlarges the keyspace.

The rest of the manuscript is structured into four parts:
Section 2, which includes preliminary discussions of related
theoretical reviews and research inspiration to redesign and
improve the method. Section 3 elaborates on the step-by-step
process and illustrates the proposed method. Section 4 serves
the dataset, testing results, comparison, analytical insights, and
discussion. Lastly, Section 5 summarizes the objectives,
results, and analysis in a titled Conclusion.

Il. PRELIMINARIES

A. TWO-DIMENSIONAL SYMBOLIC CHAOTIC MAP (2D-
scM)

The 2D-SCM method was proposed by [26] as a novel
approach to image encryption that leverages hyper-chaotic
maps to enhance security and efficiency. Its advantages over
previous methods include increased ergodicity, more complex
behavior, and a significant chaotic range. The 2D-SCM is built
upon a one-dimensional symbolic map, utilized as the seed to
produce a two-dimensional chaotic sequence. The one-
dimensional symbolic map is defined by Equation (1).
However, this map is not optimal because if the control factor
a is not appropriate, it will result in a zero value in the
iteration, causing subsequent iterations to fail. Therefore, the

. e e * x .
map is modified from ﬁ to SIT:I' and then expanded into two
T
dimensions according to Equation (2).
Xn
Xpy1 = —@xy + (D
x|
sy = —@yn +
n+l — Yn e|-‘v‘n| (2)

Yne1 = sin(xy + y)
where @ € (1, 2) and after being developed into 2D-SCM, the
range of @ becomes [—50,50]. The behavior of the 2D-SCM
1s depicted in the bifurcation diagram and chaotic attractor in

Figure 1.
60 ¢

(a)
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(c)

FIGURE 1. 2D-SCM (a) Bifurcation Diagram Plot to x; (b) Bifurcation
Diagram Plot to y; (c) Chaotic Attractor

B. TWO-DIMENSIONAL SIMPLIFIED QUADRATIC
POLYNOMIAL MAP (2D-SQPM)
The 2D-SQPM is designed by[27] to overcome shortcomings
in practicality, security, and efficiency found in chaotic maps
and image encryption algorithms. This method was selected
for its staightforward structure, which facilitates its
application. The construction of the 2D-SQPM begins with the
formation of a simple quadratic polynomial map, drawing
inspiration from logistic and tent maps, with the addition of a
modulus operation and giving an exponential form to one of
the parameters to accelerate the divergence of trajectories,
thereby enhancing chaotic performance. Equation (3) presents
how to calculate the 2D-SQPM, while the bifurcation plot and
its attractor are shown in Figure 2.

Xny1 = (ax? + 10fy;)mod1 3

wer = (a@y? +10Fx)mod1 )

where a and f§ are control parameters, x and y are seeds, while
Xp+1 and Vn4q represent the output values for the next
iteration, calculated based on the previous values (x; and v;),
which act as 'seeds' or initial values. This map is considered
'hyperchaotic', meaning it possesses highly complex dynamics

and is sensitive to initial conditions, making it ideal for
applications like encryption, where chaos and unpredictability
are valuable assets. The 2D-SQPM behavior diagram
illustrates the bifurcation behavior, and the chaotic attractor is
shown in Figure 2.

Beta

[ 0.2 0.4 0.6 0.8 1

(c)

FIGURE 2. 2D-SQPM (a) Bifurcation Diagram Plot to x; (b) Bifurcation
Diagram Plot to y (c) Chaotic Attractor
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C. FEISTEL NETWORK AND ITS MODIFICATION
Feistel Network, often called Feistel cipher, works by dividing
a plaintext block into two equal parts (R and Ly). During
encryption, only one part of the data is processed at a time,
while the others remain unchanged[51]. This process involves
an encryption function and several sub-keys generated from
the master key. Each step of this process, known asround { =
0,1,...,n,consists of steps illustrated by Equation (4). After
several rounds, the two parts are combined again to form an
encrypted data block.

Liys = Ry,

Riyy =L @ F(R;, Ky)
where F(R;, K;) equal R; @ K;

C))

Feistel Network has several advantages and is widely used
in symmetric cryptographic algorithms. One of its advantages
is its encryption structure that offers strong security through
complex nonlinear operations, making it resistant to
cryptographic  analysis[51], [52]. Advantages include
flexibility in using different encryption functions per round for
enhanced security, efficiency through similar encryption and
decryption processes that facilitate easy implementation, and
a modular design that facilitates algorithm analysis and
development.

Inspired by research [23] and the Substitution-Permutation
Network (SPN) in AES, the Feistel Network is modified by
combining cross operations, permutation, and substitution
techniques so that encryption operations occur at the bit and
pixel level. First, the plaintext is converted into a vector, then
divided into four equal parts (4, B, €, D), then the operation is
carried out in i rounds with a transformation function that
depends on the keystream or chaotic sequence. Equation (5) 1s
used as an illustration of the proposed Feistel Network. After
the Feistel Network modification is carried out, all parts are
combined again.

A4y = permute(C;, sort(Xgeq)).
Civr = A D F(Cy Ky),

B;,, = permute (Di,sor‘t(yseq)),
Dy = G(BK,)
where F(C;, Ky,) = permute(C;, sort(xgeq) ) @ K, .
G(B;, Ky,) = (B; + Ky )mod Ky, Ky, = mod(xseq X
103, 256), Ky, = mod(¥seq X 105,256),xSeq and Yseq are
a chaotic sequence from a two-dimensional transform.

&)

Next, the decryption stage of the proposed Feistel Network
modificaion is illustrated in  Equation (6). These
modifications make Feistel operations even more robust and
secure.

Biy1 = mod(Dyyq — Ky, + 256,256),
D; = depermute(B;1, sort(yseq)),
A1 = G @ (A D Ky,

C; = depermute(A; 4, SOrt(Xeq))

(6)

lll. PROPOSED METHOD

In this section, the proposed encryption method is explained.

This method generally consists of two two-dimensional

chaotic maps combined with a Feistel Network basis.

Substitution and permutation operations are carried out at the

pixel and bit level. At the same time, the SHA-512 hash

function is also added to increase keyspace and the system's
sensitivity to small (1-bit) changes in both key and plaintext.

Minor changes will produce different hash values, making the

method more resistant to chosen-plaintext, chosen-ciphertext,

and differential attacks [53]-[56]. Using a hash function also
converts various input keys into fixed lengths, making key
processing easier[ 18], [57]. As an illustration of the proposed

method, you can see Figure 3.

While the detailed stages of the proposed method are as
follows:

1. Reading the plain text, in this instance, the image (), as
the input for SHA-512, yields a hexadecimal hash value,
which serves as keyl.

2. Convert the image to a one-dimensional array, which is
referred to as I'.

3. Gathering the user's password for SHA-512 input produces
a hexadecimal hash value denoted as key2.

4, Covert 128 hexadecimal format to 64 ASCII numbers,
then combine keyl and key2 to form key, using the
modulus operation with Equation (7), ensuring the key
consists of 64 ASCII numbers.

key = mod((keyl + key2),256) (7)

5. Calculate initial parameters from the 64 ASCII numbers
for 2D-SCM, namely x1, and y1y, and for 2D-SQPM,
namely x2, and y2,, using Equation (8).

x1, = a(key[1: 16]),
v1y = a(hash[17:32]),
%2, = o(hash[33:48]),
v2, = a(hash[49: 64])
where o is the standard deviation.

6. Produce a chaotic sequence by iterating eight times the
number of pixels (n) utilizing 2D-SCM in Equation (2),
where x1j and y1, serves as the initial state, and @ = 1.99
is a constant control factor.

7. Armange the initial chaotic sequence (x1;[1:n]) in
ascending order and store the resulting sorted index
(idx1). Afterward, permute pixels of I" according to idx1,
to obtain the permuted I'.

8. Covert permuted I' to binary form, then reshape to a 1D
array. On the other side, sort the second sequence
(¥1;[1: 8Bn]) in ascending order and save the sorted index
(idx2), the permute bits of I" based on idx2, so get final
permuted [’

9. Covert back the final permuted I' in pixel form.

10. Generate a chaotic sequence with the number of iterations
being eight times the number of pixels (n) utilizing 2D-
SQPM in Equation (3), where x2; and y2, serves as the
initial state, and & = 0.6 and § = 0.1 are constant control
factors. In this stage, we can get Xgeq and Yseq-

®

VOLUME XX, 2017




IEEE Access

Author Name: Preparation of Papers for IEEE Access (February 2017)

11. Split I' into four equal parts (4, B, C,D) and use Xseq and
Yseq for Feistel network input.

12. Perform Feistel network operation base on Equation (5) in
eight rounds (r = 8), where each of round will use 1/8
segment of the keystream Xgeq[(i — 1) *n+ 1: [ *n]

l User Key H SHA-512

13. After completing all the rounds of the Feistel Network,
concatenate all parts (4, B, C, D) to obtain an encrypted 1D
aray.

14.Reshape the encrypted 1D array according to the
dimensions of the plain image to form the encrypted image
(E).

Permuted Bit

Combined ASCIH Generate initial
Key Number condition
SHA-512
v v v -
x1p y1p xX2p A
1D Array (1) N
.
A 4 v
v g
Permuted Pixel 2D-SQPM

x and y sequences

|
L

Modified Feistel Network , consist four parts,
combine permutation and substitution in pixel and
bit level

[ Final encrypted image

FIGURE 3. Proposed Encryption Flow

IV. RESULTS AND ANALYSIS
In this section, we present the results of our research and
conduct a comprehensive analysis of the findings. The results
highlight the effectiveness and performance of the proposed
Modified Feistel Network-based 2D-SCM and 2D-SQPM
combination, its impact on encryption quality, and resistance
to various cryptographic attacks, and compare it with related
research. First, we would like to explain the software and
hardware used in the research, namely Matlab 2021a as IDE
tools, while the processor is i7-1165G7 @ 2.80GHz with
16GB memory. Standard images are used in this research to
make it easy to compare with previous research. All images
have dimensions of 512x512. For larger or smaller images, we
preprocess them with the imresize function in Matlab; several
standard images are presented in Figure 4.

Next, in Figure 5, a sample of the encryption results at each
stage of the proposed method is presented, and the respective
histograms are presented. An image histogram is a graphical

representation that shows the distribution of pixel intensity,
this i1s an indicator of the quality of image encryption[58].
Visually, in Fig. 5(b), the image begins to be scrambled. It has
no meaning, but because only the original image histogram
pixel permutation process is carried out and the permutation
results are still the same, see Fig. 5(e). After the bit
permutation is carried out (Fig. 5(c)), the image is more
scrambled and indirectly experiences changes in pixel values.
It also looks like a change in contrast when compared to Fig.
5(b). This is also proven by the histogram changes in Fig. 5(e).
The distribution starts out uniform. In the final stage of
encryption, after going through eight rounds of the modified
Feistel Network, the histogram changes appear more uniform.
At the decryption stage, the proposed method can also work
perfectly to carry out decryption, see Figure 6. These results
show that the proposed cryptographic method was
successfully carried out, but further analysis must be
conducted. These measurements are discussed in more detail
in Section 4. A to 4.1.
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(2

FIGURE 5. Sample Encryption Results {(a) Original image; (b) Encryption after pixel permutation; (c) Encryption after bit permutation (d) Original
Image Histog ; (e) Histog after pixel permutation; (f) Histogram after bit permutation; (g) Final Encrypted Image; (h) Final Encrypted Histogram}
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FIGURE 6. Sample Decryption Results {(a) Encrypted image; (b) decryption after inverse proposed Feistel Network; (c) Decryption after bit inverse
permutation (d) Encrypted Image Histogram; (e) Histogram after inverse proposed Feistel Network; (f) Histogram after bit inverse permutation; (g)

Final Decrypted Image; (h) Final Decrypted Histogram}

A. INFORMATION ENTROPY ANALYSIS

Good encryption aims to render the encrypted image resilient
against statistical attacks. This resilience entails ensuring that
the distribution of pixel values in the encrypted image is
uniform or nearly uniform, thereby complicating attackers'
attempts to deduce information about the original image.

robust encryption that thwarts statistical analysis. In the 8-bit
grayscale images, a higher entropy value approaches the
maximum value of eight[59]. The maximum entropy value is
derived from the logarithm base 2 of 28, which equals eight.
Further calculation of the entropy formula can be executed
using Equation (9).

n

Entropy serves as a metric for assessing the randomness of _ 1
, I , o H= ) p(splog, (—— @)
pixel value distributions. A high entropy value indicates a ; p(si)
uniform and random distribution of pixel values, signifying =t
TABLEI
MEASUREMENTS RESULTS OF INFORMATION ENTROPY AND COMPARISON WITH PRIOR STUDIES
Image Method[26] Method[28] Method[30] Method[31] Method [33] Proposed

Aerial - - - 7.9989 - 7.9993
Boat - - 7.9971 - 7.9993
Cameraman - - 7.9972 - 7.9994
Goldhill - - - - - 7.9993
Mandril 7.9992 79993 7.9977 7.9993 7.9994
Peppers - 79994 - 7.9992 79946 7.9994
Pirate 7.9993 - - - - 7.9993
Average 799925 7.99935 799770 7.99834 7.99460 799934
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The presented results in Table 4 indicate that the entropy
measurements, where n represents the total number of
symbols, s; denotes the information source, and p(s;)
represents the probability of occurrence of the source s, which
1s consistently close to eight. This proximity suggests that the
encryption quality is excellent, as assessed by entropy.
Moreover, Table 1 demonstrates that the proposed encryption
method outperforms previous approaches. Specifically, the
table illustrates that the proposed method achieves a higher
entropy value than various prior methods, indicating a notable
level of randomness and resilience against statistical attacks.

B. DIFFERENTIAL ANALYSIS

Number of Pixels Change Rate (NPCR) and Unified Average
Changing Intensity (UACI) are two commonly used metrics
to assess the performance of image encryption, particularly
against differential attacks [24]. NPCR evaluates the
sensitivity of encryption to minor changes by measuring the
percentage of pixels that differ between two encrypted images
with minimal discrepancies from the original image. The
optimal value of NPCR is around 99.6094% for grayscale
images [53], [60], [61]. Deviations from this ideal value
suggest varying degrees of encryption sensitivity. Conversely,
excessively high NPCR values may not significantly enhance
security and introduce unnecessary variability.

UACI measures the average intensity change between two
encrypted images, reflecting the extent of intensity alteration
induced by encryption. The ideal UACI value is
approximately 33.4635% for grayscale images[53], [60], [61].
Deviations from this ideal value may indicate weaknesses in
the encryption process. Extremely high UACI values may
suggest excessive intensity changes, potentially revealing
exploitable patterns. The calculation formulas for NPCR and
UACI entail pixel-by-pixel comparisons between two
encrypted images (E1, E2) to determine the percentage of
pixel changes and the disparity in their average intensities.
Equations (10) and (11) are employed for computing NPCR
and UACI.

NPCR =
(10)
(1)
Diff(i.j) [1 if E1(i,)) # E2(i,j)
XN LiL 255 an
X 100%

UACI =

=
=

-

where M and N represent image dimension, E1 and E2 must
have the same dimension, [ and j denote pixel coordinate. Itis
important to note that E2 has minor differences from E1; The
difference lies in one bit of plaintext before encryption. That
1s, to create £2, we change one random bit in the light text
image comesponding to E'1, while all other bits remain the
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same. This process guarantees that the difference between E'1
and E2 1s minimal and limited to just one bit, allowing for
accurate analysis of the encryption system's resistance to
differential attacks. Table 2 shows the NPCR calculation
results and comparisons, while Table 3 shows the UACI
values.

TABLEIT
MEASUREMENTS RESULTS OF NPCR AND COMPARISON WITH PRIOR
STUDIES
Image Method[27]  Method[31] Method[33] Proposed
Aerial 99.6151 99 6082 - 99.6132
Boat 99.6189 996080 99,5989
Cameraman - 99 6201 99.6181
Goldhill 99.6051 - 99,5852
Mand il 99 5667 - 99.6141
Peppers 99 6403 99.6492 99.6160
Pirate - 99.6121
TasLE I
MEASUREMENTS RESULTS OF UACI AND COMPARISON WITH PRIOR
STUDIES
Image Method[27]  Method[31] Method[33] Proposed
Aerial 33.4867 333858 - 33.4592
Boat 33.4503 334643 33.4630
Cameraman - 334591 33.4738
Goldhill 33.4568 - 33.4577
Mand sl 335354 - 33.4835
Peppers 335468 33.3356 33.4801
Pirate - - 33.4732

According to Table 2, the proposed method shows NPCR
results close to ideal values, indicating high sensitivity to pixel
changes, which indicates strong image encryption in terms of
security against differential attacks. The UACI for the
proposed method is consistently within ideal values (see Table
3), showing good intensity changes without being excessive.
Compared with previous work, the proposed method shows
slight improvements in most of the results, although it is not
entirely superior, and some are not better. But overall, this
method is relatively slightly better.

C. CHI-SQUARE ANALYSIS

The chi-square (X?) measurement function in the context of
grayscale image encryption is used to evaluate the uniform
distribution of encrypted image pixel values, which is
important for assessing security against statistical attacks. Chi-
square tests whether there is a significant difference between
the observed distribution of pixel values in an encrypted image
and the expected distribution if the image were completely
uniform or random. The chi-square value calculated from the
encrypted image (Xidf) must be less than or equal to
2932478, with an alpha level (a) of 0.05 and degrees of
freedom (df) of 255, then the distribution of image pixel
values can be confirmed as uniform. Equation (12) is used to

evaluate this research's chi-square value.
256

(P — Ei)?
2 —

i=1
where E; = P/256 is the expected frequency for each pixel
value if the distribution is uniform. We use 256 for 8-bit
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grayscale images because there are 256 possible pixel
intensities; P; is the observed frequency for the i" pixel value;
[ is an index, which ranges from 1 to 256 because, in Matlab,
its indexing starts at 1. Table 4 displays the outcomes of the
chi-square evaluations for the suggested approach and
contrasts these with earlier studies.

The corelation coefficient (r) measurement function
evaluates the effectiveness of image encryption in reducing
the correlation between adjacent pixels. High correlation
between adjacent pixels is common in natural images, making
it easier for attackers to conduct statistical attacks. Effective
encryption aims to diminish this correlation, thereby impeding
statistical analysis by attackers [31]. Typically, the correlation
coefficient is computed for pixel pairs adjacent horizontally,

vertically, and diagonally. The values range from -1 to 1,

TABLE IV
MEASUREMENTS RESULTS OF CHI-SQUARE AND COMPARISON WITH PRIOR
STUDIES
Image Method[ 26] Method[ 28] Proposed
Aerial - - 257.7322
Boat - - 214.8063
Cameraman - - 221.3281
Goldhill - - 267.8222
Mandril 249 974 284 3348 248.8271
Peppers 237615 2591784 229.6903
Pirate 206254 - 232.5359
Average 231.2810 2717566 238.9632

where 0 signifies no correlation, 1 denotes perfect positive
correlation, and -1 indicates perfect negative correlation. In
encrypted images, an ideal r value approaches 0, indicating a
negligible correlation between pixels and affirming the
effectiveness of encryption. Equation (13) is utilized to
evaluate the r value.

The chi-square values for the proposed method have all
passed and been proven uniform. Even though the average
value is not the best, this average value is calculated from all
images. The images of Mandril and Peppers are especially
superior. Overall, these results conclude that the proposed
method is proven effective in generating a uniform
distribution of post-encryption pixels.

D. CORRELATION COEFFICIENT OF ADJACENT PIXEL
ANALYSIS

Pair Pixel Correlation - Diagonal

T

Pair Pixel Comelation - Diagonal

Txy

_ FELE - B - B0
T S R T

i=1
where E(x) and E(y) represent the average pixel intensity
value for all pairs of pixels analyzed in each x and y direction;
x; and y; are the intensity values for the ith pair of adjacent
pixels in the image; N denotes the total number of adjacent
pixel pairs analyzed.

(13)

Pair Pixel Correlation - Horizontal

150 200

1

(d)

FIGURE 7. Sample lllustration of Mandril Image Pixel Pair Adjacency Co
Adjacency Correlation; (c) Plain Vertical Adjacency Correlation; (d) Encry,
Correlation; (f) Encrypted Vertical Adjacency Correlation}}
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TABLEV
MEASUREMENTS RESULTS OF CORRELATION COEFFICIENT AND WITH PRIOR STUDIES

Image Direction Method [28] Methaod [30] Method[31] Method [33] Proposed

Aerial D - =0.0024 - 0.0012

H =0.0004 -0.0015

\' 00026 -1.64E-5

Boat D 00012 -0.0011

H 00003 0.0020

v 00002 -0.0011

Cameraman D 00023 00,0001

H 00093 0.0012

\' =0.0021 -0.0032

Goldhill D - -0,0011

H 0.0007

\' - - 00,0008

Mandil D 00017 —0.0007 -0.,0014

H 00016 —0.0029 00,0001

v 0.0019 0.0005 - - -0.0006

Peppers D - 00020 0.0044 0.0007

H =0.001 -0.0016 -0.0013

v - 00021 -0.0020 -0,0011

Pirate D 00018 - - 0.0009

H 00017 0.0007

A 0.0019 0.0001

Figure 7 depicts a correlation coefficient plot for 10,000 PSNRpg
pairs of pixels in each direction (horizontal, vertical, and max?2
diagonal) for both the original and encrypted images. Figures =10log10 (14)

T(a-c) illustrate pairwise pixel correlation plots of a plain
image of Mandril in three directions: vertical, diagonal, and
horizontal. These plots reveal a structured pattern with points
clustered along diagonal lines, indicating a high correlation
between adjacent pixels. Conversely, in the encrypted plot
(Fig. 7(d-f)), the scattered arrangement of dots lacks a
discernible structure, suggesting the successful removal of
correlation between adjacent pixels through encryption.
Further details are presented in Table 5, which showcases the
results of measuring the correlation coefficient () in
horizontal, vertical, and diagonal directions. Additionally,
Table 5 offers a comparative analysis with previous studies.

The data provided in Table 5 demonstrates that the r values
for the proposed method are predominantly close to zero
across three directions: diagonal (D), horizontal (H), and
vertical (V). This suggests that the proposed method
effectively diminishes the correlation between pixels in
encrypted images, which is a desirable characteristic in image
encryption algorithms for enhancing security against
statistical attacks. Furthermore, the comelation values remain
relatively consistent and outperform those of the previous
method.

E. PEAK SIGNAL-TO-NOISE RATIO (PSNR) ANALYSIS
PSNR is a statistical metric commonly employed in the
assessment of image encryption. It gauges the distortion level
ornoise within an encrypted image; a high degree of distortion
signifies the effectiveness of the encryption process[30], [40],
[62], [63]. PSNR can be assessed using Equation (14), which
takes the plaintext image (P) and the encrypted image (E) as
inputs.

VOLUME XX, 2017

1 2
WZL Zj"fﬂ(Pij - Eij)

where N and M denote the width and height dimensions of the
images, respectively, while [ and j refer to the specific pixel
coordinates. Meanwhile, max represents the maximum pixel
value found in both images.

At the decryption stage, the quality can also be assessed by
a high PSNR after decryption, indicating that the original
image has been reconstructed with minimal or no information
loss. An infinite PSNR value indicates no errors in the
decrypted image; in other words, the original and decrypted
images are identical. Maintaining the integrity and quality of
the original image after encryption and decryption is crucial in
image encryption applications. Table 6 shows the PSNR
calculation results for the encryption and decryption process.
Apart from that, it is also compared with previous methods,
where the proposed method appears significantly superior.

TABLE VI
MEASUREMENTS RESULTS OF PSNR (DB) IN ENCRYPTION AND
DECRYPTION
Encryption .
Image Method[31] Proposed Decryption

Aerial 8.7651 7.1817 a0
Boat 70034 7.5144 a0
Cameraman 84045 7.6038 =l
Goldhill - 7.2369 a0
Mandrl 97296 8.2315 a0
Peppers 88792 7.2191 o0
Pirate - 7.7168 =l
Average 8.55636 752917 s

F. KEYSPACE AND KEY SENSITIVITY ANALYSIS
Keyspace analysis is critical in evaluating the strength of
image encryption methods. A huge key space is essential to
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withstand brute-force attacks, where an attacker tries every
possible key and makes such attacks impractical. A large key
space also reduces the chance of key collisions, where
different keys produce the same encryption output. This
guarantees that the key used for encryption is unpredictable
and not easy to guess. Studies [64], [65] have indicated that a
key space of at least 2'%? is required to make it difficult for an
attacker to perform a brute-force attack. The proposed method
employs  various dynamically adjustable initial value
parameters and hash functions to expand the key space, with
Table 7 providing an in-depth keyspace calculation.

TABLE VII
APPROXIMATION OF KEYSPACE FOR ALL PHASE
Method Keyspace

SHA-512 2512

2D-SQPM = 2x2x10

2D-SCM =2x2x10%

Total = 1.34 x 10*%*

In Table 7, it can be seen that using SHA-512 alone
produces a key space of 2512 1n practice, SHA-512 output is
indeed 512 bits[66], which are usually represented as 128
hexadecimal characters because each hexadecimal character
(0-9, A-F) represents 4 bits (2* = 16 possible values). So, 128
hexadecimal characters represent 128 x 4 = 512 bits. This
provides strong security, adding other initial parameters for a
total key space of about = 1.34 x 105*  Indicating a robust
defense against brute-force attacks as per the data. This
substantial key space size effectively ensures the method's
resilience to invasive attempts. Key sensitivity in image
encryption is a crucial aspect that ensures small changes to the
encryption key result in significant alterations to the encrypted
image. This is vital as it guarantees that no two nearly identical
keys can produce similar encrypted images. If the encryption
system is not sensitive to key changes, attackers could
potentially guess the original key by observing output patterns
and making minor variations to the guessed key. High key
sensitivity also ensures that every bit of the key significantly
influences the encrypted image, thereby enhancing the
complexity and security of the encryption.

In our study, we introduced a 1-bit alteration to the
decryption key, and the outcomes, as depicted in Fig. 8,
demonstrate a marked difference in the encrypted images. This
significant variation is attributed to the high sensitivity of the
dynamic key parameters and the chaotic sequence to any
alterations. When these elements are integrated with the SHA-
512 function, the overall sensitivity of the key is greatly
amplified, showcasing the profound impact of even minor
changes on the encryption process.

In addition to testing key sensitivity with 1-bit alteration, we
were also inspired by the research [53], which utilizes a
difference of 10~ 15. Therefore,one of the initial parameters of
the 2D-SCM is tested with constant values, namely 5.6 X 100
and 5.6 X 10% + 1 x 10_15,thc difference between these two
values 1s 10_15. In this case, it was tested on the Mandnll
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image, where the resulting NPCR is 0.996192 and UACI is
0.33488. The encrypted image and its difference are presented
in Figure 9. These results affirm that the proposed method
possesses very high key sensitivity.

@)
FIGURE 8. Sample of Key Sensitivity Decryption Results{(a) Original
Mandril Image; (b) Encrypted Mandril Image; (c) Decrypted Mandril

Image with correct key;(d) Decrypted Mandril Image with slight key
modification}

@ (b)

(c)

FIGURE 9. Sample of Key Sensitivity Encryption Results with different
10~ {(a) Initial parameter 5.6 x 10°; (b) Initial parameter 5.6 x 10" +
1 % 107'%; (c) Different Image}
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G. NIST STATISTICAL TEST SUITE

The NIST Statistical Test Suite, developed by the National
Institute of Standards and Technology (NIST), comprises a set
of statistical tests to evaluate the randomness of binary
sequences generated by hardware or software random number
generators. This evaluation is crucial in the realm of image
encryption, where high randomness is essential to ensure
security. A well-encrypted image should exhibit a seemingly
random distribution of pixels, thwarting attackers' attempts to
extract meaningful information or detect patterns[67]. The
suite  of tests can be downloaded at URL
https://csre nist.gov/projects/random-bit-
generation/documentation-and-software.

The suite encompasses 15 tests, each targeting different
aspects of randomness and employing specific methods for
analyzing binary sequences. The data under examination is
typically converted into a dat file to facilitate measurement.
Each test produces a p-value, which evaluates the null
hypothesis that the tested sequence is random. The p-value
range is between 0 and 1, where a p-value greater than 0.01
usually indicates that the sequence can be considered random
(accepting the hypothesis) [31]. If the p-value is less than 0.01,
the sequence is considered non-random (rejects the
hypothesis), which could indicate a weakness in the
encryption. The results of the NIST statistical test, presented
in Table 8, reveal that the proposed encryption method has
passed all the tests, confirming its resilience against diverse
types of attacks. This is further supported by the average p-
value for all encrypted images, indicating the method's
efficacy.

TaBLE VIII
MEASUREMENTS RESULTS OF NIST STATISTICAL TEST SUITE RESULTS

No Test Name p-Value Note
1 Frequency 0.59970 succeed
2 Block Frequency 0.75750 succeed
Ja  Cumulative Sums succeed

{(Forward) 0.77910 )
3b  Cumulative Sums

(Reverse) 0.87780 snceced
4 Runs 057431 succeed
5 Longest Run of Ones 026108 succeed
6 Rank 059129 succeed
7 Discrete Fourier Transform 0.70995 succeed
8 Nonperiodic Template

Matchings 0.79943 succcod
9 Overlapping Template

[ Vo 085375 suceeed
10 Universal Statistical 0.66330 succeed
11 Approximate Entropy 0.89097 succeed
12 Random Excursions 048021 succeed
13 Random Excursions

Variant 078095 succeed
14 Serial 091158 succeed
15 Linear Complexity 053519 succeed

Mean 0.69163 succeed

H. DATA LOSS ATTACK

The data loss attack test on image encryption can demonstrate
the robustess of the encryption against data loss. In the
context of digital information security, it is crucial to ensure
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that encrypted images can be decrypted as effectively as
possible, even if some data is missing, such as due to
transmission  disruptions or deliberate attacks by third
parties[68-[70]. Figure 10 presents a sample of a data loss
attack test, where parts (a), (c), and (e) are samples of attacks
on the encrypted image. The black areas indicate parts of the
image that no longer contain useful information. In part (a),
the data loss dimension is 30x300 pixels, in part (b) the data
loss dimension is 2x100x100 pixels, and in part (¢) the data
loss dimension is 2x200x200 pixels. Parts (b), (d), and (f)
show the decryption results. Next, we tested with noise attacks
such as salt and paper 0.05 and Gaussian noise 0.01 which
were presented respectively in parts (g), (h) and (1), (j).

It is apparent that the larger the area of data loss, the more
noise is present in the decrypted image. Nevertheless, visually,
the results are still recognizable, as the decrypted images are
able to retain the majority of the content and recognizable
visual structure, indicating that the encryption method can
handle partial data loss without a total loss of information. The
results of this data loss attack test show that the proposed
image encryption is proven not only to protect against
unauthorized access but also to ensure that data can be
recovered as much as possible in conditions of data loss.

(b)

(d)
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(@ )

(i) [0}

FIGURE 10. Sample of Encrypted and Decrypted Image after Attack {(a,
¢, e) Encrypted Mandril Image after Data Loss Attack; (b, d, f) Decrypted
Mandril Image after Data Loss Attack; (g) Encrypted Mandril Image after
Salt and Pepper Attack 0.05; (h) Decrypted Mandril Image after Salt and
Pepper Noise 0.05; (i} Encrypted Mandril Image after Gaussian Noise
Attack 0.01; (j) Decrypted Mandril Image after Gaussian Noise Attack
0.01}

I. COMPUTATIONAL COMPLEXITY AND TIME
ANALYSIS

Computational complexity analysis in Big-O notation is
crucial for image encryption as it provides insights into the
efficiency and scalability of the algorithm[56], [71]. By
understanding Big-O complexity, developers can select or
design optimal algorithms, ensuring that the encryption
method can efficiently handle large images and remain
effective as data scales increase. This also aids in comparing
different algorithms, balancing security and efficiency, and
optimizing the algorithm for practical application. Here are
detailed discussions on the proposed encryption algorithm:

1. The sort operation for permutation on the image array
has a complexity of O(n log n).

2. Binary to decimal conversion, and vice versa, modulus
operation and bitxor have a complexity of 0O(n)
because operations are performed individually on each
element.

3. The Feistel loop has a constant factor of 8 rounds.
Thus, the Feistel loop does not add complexity that
depends on the image size but adds a constant factor,
making its complexity O(n) instead of O(rounds x
n).

4. The 2D-SCM and 2D-SQPM functions have iterations
depending on the number of pixels, meaning they have
a complexity of 0(n).

The main consideration in complexity analysis is that there

are no other operations in the algorithm with a faster growth
rate than O(n log n). Although there are many operations
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with O (n), complexity, the total algorithm complexity is taken
from the fastest-growing facto. in this case O(n log n).

This study also measures the time required for encryption
and decryption. Since the method implementation uses
MATLARB, the tic toc function measures the required time.
The 100 encryption and decryption process trial test results
produced average values of 047832 and 048232,
respectively.

V. CONCLUSION

In this research, we have successfully developed an innovative
image encryption method by integrating 2D-SQPM and 2D-
SCM chaotic maps, modified Feistel network techniques, and
the SHA-512 hash function. The primary motivation for this
research is to expand the key space and increase key
sensitivity, thereby enhancing the overall security of the
encryption process. Our method focuses on achieving a
uniform distribution of encryption and increasing encryption
complexity while maintaining efficiency. The empirical
results emphasize the method's substantial progress in
reducing inter-pixel correlation and show strong robustness
against various attacks, including statistical, differential, and
data loss attacks. This method produces explicitly more
prominent NPCR, UACI, and correlation coefficient values;
the performance of the encryption method is also relatively
stable on various measuring insttuments. The proposed
method has a relatively fast computational process with
encryption and decryption times of less than 0.5 seconds. This
demonstrates that the proposed method is overall effective and
superior to previous research. The success of this research is
seen in its contribution to the field of image encryption,
meeting the research objectives by offering a more secure and
efficient encryption solution. The significance of this research
lies in its integration of complex, chaotic dynamics and
advanced encryption mechanisms, providing a substantial
contribution to digital information security. However, this
research has some limitations, such as the dependence on
susceptible initial parameters and the need for relatively high
computational resources. Future research should explore
further optimization to reduce computational complexity and
enhance resistance to more sophisticated types of attacks. This
method not only addresses current encryption challenges but
also sets a new benchmark for future research in image
encryption, paving the way for further innovation in securing
digital images against evolving cyber threats.
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